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1 OVERVIEW

1.1 Intended Audience and User

The reader of this document is concerned with DIC@btuct service and DICOM
software source codes tracing and debuggingal$ssimed that the reader of this
document is familiar with the DICOM v3.0 standard.

The obvious users of the software described intteéau are DICOM service man,
programmer and consultant.

1.2 Scope and Purpose

This document presents the DICOM Detective. It dbss how to use the supported
network protocol analyzers with the DICOM Detectitealso describes the
installation and usage of the DICOM Detective agyss as a user's menu.

1.3 Terminology
Following Terms are used in this document.

ASCII American Standard Code for Information Inteange.
ACSE Association Control Service Element.
AE Application Entity.

C-ECHO The C-ECHO service is invoked by a DIMSEvam-user to verify
end-to-end communications with a peer DIMSE-seruser. It is a
confirmed service.

C-MOVE  The C-MOVE service is used by a DIMSE-seevuser to match a set
of Attributes against the Attributes of a set ofmmsite SOP Instances
maintained by a peer DIMSE-service-user, and ratradl composite
SOP Instances which match. It triggers one or MiB&TORE sub-
operations on a separate Association. It is a noefi service.

C-STORE The C-STORE service is used by a DIMSEisefuser to store a
composite SOP Instance on a peer DIMSE-service-lisera
confirmed service.

CT Computerized Tomography.

Data A unit of information as defined by a single enimthe data dictionary.

element An encoded Information Object Definition (IOD) Atiute that is
composed of, at a minimum, three fields: a Datari€let Tag, a Value
Length, and a Value Field. For some specific Tr@anSyntaxes, a Data
Element also contains a VR Field where the Valupr&sentation of
that Data Element is specified explicitly.

DICOM Digital Imaging and Communications in Mediein
DIMSE DICOM Message Service Element.
DVT DICOM Validation Tool.

GB18030  GB18030 is the registered Internet namémofficial character set of
the People's Republic of China (PRC) superseding3&B. This
character set is formally called "Chinese Natiditaindard GB 18030-
2000: Information Technology -- Chinese ideograwded character
set for information interchange -- Extension fag thasic set".

GB2312 GB2312 is the registered internet name tayeofficial character set of
the People's Republic of China, used for simpliffdnese characters.
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GB abbreviates Guojia Biaozhun, which means natistaadard in

Chinese.
P Internet Protocol.
ISO The International Organization for Standardara{Organisation

internationale de normalisation), widely known 88| is an
international standard-setting body composed afesmtatives from
various national standards organizations.

JIS JIS encoding refers to several Japanese lmlustandards (JIS X
0201, JIS X 0208, JIS X 0213 and JIS X 0202) faroeling the
Japanese language.

MDI Multi-Document Interface.

PDU Protocol Data Unit.

PDV Presentation Data Values.

SCP Service Class Provider. We deem that SCP &pjlécation that
accepts the communication.

SCU Service Class User. We deem that SCU is thikcappn that initializes

the communication.
Shift-JIS Shift-JIS is a character encoding fordapanese language originally
developed by a Japanese company called ASCII Catiparin
conjunction with Microsoft and standardized asX18208 Appendix 1.
SOP Service-Object Pair.

uiD Unique ldentifier.

UTF-8 Unicode Transformation Format — 8.
VM Value Multiplicity.

VR Value Representation.

2 SYSTEM REQUIREMENTS

Following system requirement is required to insaaidl use DICOM Detective.

Category Requirement

Operation  Microsoft Windows 95, 98 or Microsoft Windows NT2WXP/2003/Vista
System

One of following network analyzers is required & the input for the DICOM
Detective.

Category Requirement

Capture WinPcap (http://www.winpcap.org)

Driver
Network One of the following:

Analyzer - NetXRay 2.5 or greater (e.g. Sniffer Pral.5)
- Distinct Network Monitor 4.2 or greater (use *.dnm files)

(http://www.distinct.com)
Shomiti Surveyor 2.4 or greater, snoop file format
(http://www.shomiti.com
Ethereal 0.9.15 or greateh(tp://www.ethereal.cony/
WireShark 0.99.6 or greatehftp://www.wireshark.orp
5 view Product Suite ( http://www.infovista.com)
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3 INSTALLATION

You must have the administrator privileges to ithskee DICOM Detective. Run the
setup.exe (install.exe for trial version) to inktaé DICOM Detective. Figure 1 to
Figure 7 illustrate steps for the DICOM Detectinstallation.

During installation, user should enter authorizedritname, company name and
product ID.Without authorized product ID, the installer would not proceed and
no warning is given.Ask service@dicomtool.corfor authorized product ID.

Although user can make many selections, basicaigtwser needs to do is only click
“Next” button and “Finish” button.

% DICON Detective Setup ;Iglil
I T

Welcome to the DICOM Detective
Installation Wizard

It iz strongly recommended that you et all Windaws programs
befare running this setup program,

Click Cancel to quit the zetup program, then cloze any programs
you have mnning. Click Mest to continue the installation,

WARMIMG: This program is protected by copyright lave and
intemational treaties.

Unauthorized reproduction or digtibution of this program, or any
portion of it, may result in zevere civil and criminal penalties, and
will be progecuted ta the maximum extent pozsible under law.

< Back:

Cancel

Figure 1 Installation Step 1
=I5

License Agreement
Y'ou must agree with the license agreement below to procesd, ! |

4

HOTICE: o
OICON Tool Ine. licenses the software to you orly upon the condition that you
accept all of the terms contained in this license agreement. Flease read the
terms carefully before continuing installatien, as pressing the "wyes” button
will indicate your assent to them. If you do mot agree to these terms,

please press the “no” button to exit install as DICOM Tool is unwilling to
licenze the software to wou, in which ewent you should retwrn the full

product with proof of purchasze to the dealer from whom it was acquired within
thirty days of purchase, and youwr meney will be refunded.

LICENSE AND WARRANTY:
The software which accompan: oftware”] is the provertw ;I

& i

= | do hot accept the license agresment

FReset | < Back | Mest » I Cancel

Wize Installation ‘Wizard [R]

Figure 2 Installation Step 2
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& DI tective Setup —|= il

User Information

Enter the fallowing information to personalize your installation. Installer will not proceed
without authorized user information (no waming is given). Ask service@dicomtool.com
for authorized user information

IYour Hame

Read this
carefully

Organization:

Product |D: |YDurPn:|ducl [u]

The settings for this application can he installed for the current user or for all users that
share this computer. You must hewe administrator rights to install the settings for all
uzers, Install this application for:

& Amyone who uses this computer

C Only for me (sxzzx)

Wige Installation VWizard (F)

< Back | Texd > I Cancel

Figure 3 Installation Step 3

Detective Setup

Destination Folder
Select a folder where the application will be installed.

The ‘wize Installation ‘wizard will install the files for DICOM Detective in the fallowing
folder.

Ta install into a different folder, click the Browse button, and select anather folder.
‘You can choose not ta install DICOM Detective by clicking Cancel to exit the ‘Wise
Inztallation YWizard.

" Destination Falder

C:\Program FilesA\DICOM Tooly, Biowsze | ‘

‘wize Installation \wizard [R)

< Back Cancel

Figure 4 Installation Step 4

& DICON Detective Setup -1=] ]

Select Installation Type
Select the desired installation type.

The most common application features will be installed. Thiz option
iz recommended for most users.

All application features will be installed. This option is recommended
for the best perfarmance.

Uze this option to choose which application features you want
installed and where they will be installed. Recommended for
advanced users.

Wize Installation ‘Wizard [R]

< Back | Mext > I Cancel

Figure 5 Installation Step 5
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{ DICON Detective Setup

Ready to Install the Application
Click Mext to begin installation.

=101

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

‘wise Installation ‘Wizard [R)

Cancel

Figure 6 Installation Step 6

[SA DICON Detective Setup

DICOM Detective has been
successfully installed.

Click the Finish button to exit this installation.

JSlaT

Carcel

Figure 7 Installation Step 7

4 DICOM DETECTIVE USER’S MANUAL

4.1 DICOM Detective Functionality Overview

The DICOM Detective works in conjunction with arf tife shelf network analyzer to
allow the ability to examine, simulate and debugg EHCOM network communication.



DICOM
W@ \janual of the DICOM Detective Enterprise

Onsite | Offsite

(LA o[z
Statisticsk Network Analyzer/ DICOM : Display DICOM Information With PDU :
DICOM Detective Detective | ||, View and Service Element View :
pcom{ 7 1 A | \—_—_————__________—___—__—__—_—_—_————_ a
Detective g H I S —— e — - -
g_ 3 | & To find problems of SCP peer
(@] 1 I |

ap\U (e

i lj
L To find problems of SCU peer SCFlFieer
A i
! I Simulator : I
SCP Peer SCU Peet!

SCU Peer

S S |

' I
I
|
I
N
“Gapeie’ 7] || _SCcu .|
. o = |
: Simulator :
|
! I
I
| I
I I
! I

Figure 8 DICOM Detective Usage

Figure 8 shows the Usage of DICOM Detective. Usually, theviee man gets the
network capture data (or sometimes called netwoiffes data)’ onsite and send the
capture data to programmers or consultants foryamaj offsite.

Following is three main functions of the DICOM Detige that the user can use to
analyze the DICOM communication:

The DICOM Detective takes network capture datptured by a supported
network analyzer) or a DICOM filas input. It parses the DICOM information
from the inputted capture data or DICOM file andgants the information in a
readable format through the DICOM Detective ustarface. This DICOM
information can then be used to find the problemthé DICOM communication.

By using the capture data, the DICOM Detective @laon simulate DICOM
communication peers by simulating their input antpat. It can reproduce the
DICOM communication by interacting with one of theaCOM communication
peer. This means, after getting the capture dataiaimg the DICOM Detective
simulator, DICOM communication problems can be odpiced without one of
the DICOM communication peers. This is helpful poogrammers to trace and
debug their DICOM communication programs withoat/#&ling to locale.

DICOM Detective calculates the DICOM traffic stéitis and display the
statistics report for a capture file or dynamicatigkes the statistics report while
capturing. The statistics report can be used tuat@the DICOM network
performance.

DICOM Detective provides 5 views for a DICOM assuidn.

4.1.1 PDU View

The PDU view gives a view of the PDUs used in tbsoaiation. DICOM PDUs
include A-ASSOCIATE-RQ, A-ASSOCIATE-AC, A-ASSOCIATFRJ, P-DATA-TF,
A-RELEASE-RQ, A-RELEASE-RP and A-ABORT. DICOM Detae shows the

! Network capture data (or sometimes called networkesrifata) will be abbreviated as capture data in
the following context.
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details of these PDUs for both requesting apphicadéind accepting application using

a tree list in time sequence. Figure 9 is an exarapPDU view.
DICOMDetective - [G:hcapfile’,10bT capture adr1000 and AGFA 4. - | Ellil
FilefF} Edit{E) DataiD) Capturef{C) Tools(T) Windows{W) Help(H) 5=
(=0 LR NN - RS

FDU | Service elementl Simulator-5CL I Simulator-SCF’I Statisticsl

Item I Content I Direction I Error
[ P-DATA-TF (9: 1,5879303 - 9: 187930, D400000000860000008203030DDDDDDDD‘?DDUDDD.’-’A = d
PDU Type 4{4H) =
- Reserved 1] =D
PO Length 134(86H) =
[ Presentation Data Yalue Items(Tot. .. [=—"]
[} Presentation Data Yalue 3 128 bytes Command Set,Last Fragment =
. Ttem Length 130(82H) =
Presentation Context ID 3{3H) =
i~ Message Header 3 (Command Set,Last Fragment) =
.. Cammand Data Set DDUDDUDDU4DDDDDD?4DDDDDDDDDDDSDDISDDUDDUEA =

[+-P-DATA-TF {11: 3.498301 - 13: 3.616... D4UDDUDDUD?SDUDDUD?2D3USDDDDDDDDD‘tDDUDDUEﬂ —
[=]-P-DATA-TF (15: 3.875347 - 17 4.016... 0400000000220000001E03021021 1000435306004d A—

- PDU Type 4{4H) —
- Reserved [uln} —
PO Length 34(22H) )
El- Presentation Data Yalus Trems(Tot, ., =
E| Presentation Data Yalue 3 285 bytes Data Set,Last Fragment -
- Item Length 30(1EH) —
Presentation Contesxt ID 3{3H) A—
ssage Header 2 (Data Sek,Last Fragment) = w
Command Data Set 102110004 35306004E4F52404 14C1021 20004353 J A—
[+-P-DATA-TF (18: 4.017437 - 15: 4.017... 0400000000580000005403030DDDDDDDD‘%DDUDDEMJ =
[+-P-DATA-TF (Z0: 4.018134 - 20: 4.018... 040000000054000000500302002010004953020034 = _l;I
< | »

| By [P Address: [192.168.1.4 Port: (1028 | g | B} [IP Address: [192,168.1.60 Pt [1 4
Figure 9 PDU View

4.1.2 Service Elements View

In the Service Elements view, the DICOM ACSEs (aggmn control service
elements) and DIMSEs (DICOM message service eleshpant shown in a treelist for
both the requesting application and accepting aegfidin in time sequence.

The ACSE message contains data controlling the agmuation. DICOM Detective
shows the details of the ACSE by a tree list.

Every DIMSE message contains a Command Set (withr@and Elements) and/or a
Data Set (with Data Elements). DICOM Detective shalstails of the DIMSE
message (includes Command/Data Elements) by thdisteFigure 10 is an example
of service elements view.
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DICOMDetective - [G:\caplile’, 10bT capture adr1000 and AGFA 4500.cap 192.168.1.4:1028 ol x|
Eﬁ File(Er EdHE) Data(D) Capture(C) Tools(Ty Windows(w) Help(H) 21 x]
{-~0 Th - WRHEER

POU  Servics slement | Simulator SCU | SimudstorSTR | Statistios |

Item |VH | Cantent | Direction | Erar I

] W-CREATE-RQ (25: 5.020465 - 27: 5,920865) Basic Grayscale Prink Management Meta SOP Class ...| == -]

# N-CREATE-RSP (29: 9.631161 - 31 9.625665) Basic Grayscale Print Management Meta SOP Class _| G

-SET-RQ (33 17663193 - 6929 26,013862) Basic Grayscale Print Management Meta SOP Class _| = [(2020, 01103 Ne,
- Command Set(total:7) =1
- Daka Sek(katal:2) u = [(2020, 01103 Ne,
- {2020, 0010} Image Box Position Usius) 1 (0001H) =1
[=- {2020, 0110) Basic Grayscale Image Sequence  SQ(5Q) = [(2020, 0L10% Ne,
~Length 5015122{4CE652H) -
4R SQ(50Q) =
M 1(1) =
- Sequence of Ttems = [* (2020, 0110); .
- (FFFE, 00O} Tterm [ =
+Length 50151 10{4CH646H) =
oM 1013 =
- Sequence Ttem =
[#- {0028, 0000) &roup 0026 Leng. .. UL(ULY 108 {000000GAH) =
[} (0028, 0002) Samples per Fixel  US{US) 1 (0001H) =
[ (0028, 0004) Photometric Ints... C5(C5)  MOMOCHROMEZ =
[ (0028, 0010) Rows US{US) 2510 {09CEH) =
=1 (0028, 0011) Columns USEUS) 1998 {O7CEH) =
. Length 2(zH) - L
R LIS{US) =5
Wi 101} -
: walue 1998 (07CEH) -
: [ (0028, 0034) Pixel Aspect Ratio  15(15) 1004100 -
:I B (0028, 0100) Bits Allocated US(US) & (0008H) =5 | _';I
1 »
|} 1P Address:  [192.165.1.4 [Part;  [1026  |geemmm——— | |IP Address:  [192.166.1.60 [Port: [to4 | 7

Figure 10 Service Elements View

4.1.3 SCP Simulator

The SCP Simulator view is used to simulate the §€4#? to reproduce the DICOM
communication and helps to trace and debug SCUuptedThe DICOM Detective
can start a daemon to listen to the specific fat €ntered by the user to simulate the
SCP peer. Users can use their own SCU productecaict with the DICOM
Detective SCP simulator as interacting with the ogasite SCP product. After the
SCU peer initializes the communication, the DICO®t&tive SCP simulator will
receive all packets sent from SCU peer and serkldegature packets that were
originally sent by the simulating SCP product tas@er using DICOM
communication protocol. The receiving and sendirggdmne in original time
sequence.

Using SCP Simulator, user can reproduce the probtathappened onsite and trace
and debug the SCU program without the on-site SGBygt. Figure 11 is an
example of SCP Simulator view.

DICOMDetective - [G:4capfile, 10bT capture adr1000 3
B2 FileF) Edi(E) Data(D) Capturs(C) Tools(T) Windows(W) Help(H)

=lol=|
=181 x|

-0 IRh el NERER(

FDU I Sernvice elementl SimulatorSCU  Simulator-SCP | Statisticsl

— Connection Setting Fun SCU Proce: -
Pait l—104 G lﬁ | Synchmonize
. N =
ort foup: | 0 it the end|of this process
Joint Connection
™| Juint Cannection ™| First Connection Irder I_-U Fesef |
r— Communication Packets S ave
Received: I .
Sent: I .
Start Continue Stop
[IBy 1P Address:  [192.166.1.4 Port: 1028 | ey | [TP Address: 192,168

Figure 11 SCP Simulator
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4.1.4 SCU simulator

The SCU Simulator view is used to simulate the $@er to reproduce the DICOM
communication and helps to trace and debug SCRuptedThe DICOM Detective
can start a DICOM connection to simulate the SCerpdsers can use their own
SCP product to interact with the DICOM DetectivelS§imulator as interacting with
the real on-site SCU product. The DICOM Detecti@JSsimulator can send all
capture packets that were originally sent by theutating SCU product to SCP peer
using DICOM communication protocol and receivedalta from SCP peer. The
receiving and sending are done in original timeusege.

Using SCU Simulator, the user can reproduce thelgno that happens online and
trace and debug the SCP program without the ors€itg product. Figure 12 is an
example of SCU simulator view.

DICOMDetective - [G:hcapfile’, 10bT capture adr1000 - IEIIZI
FiIe(E) Edit{E) Data(D} Capture(C) ToolsiT) wWindows{w) Help(H) _|ﬁ||5|

=<5 LR NN LERRCA R

POU I Service element  Simulator-5CU ISimuIalnr-SEPI Statisticsl

Caonnection target
’7 IPaddress:I 192 168, 1 =] Part: I 104 v Synchronize ‘

Joint Connection

I Jaint Connection I First Connection Group:Order |_:0 Reset ‘
"Communicaton Packets Save

Received I

—
Sent: I _I

Begin LCantifue End

B [t address: [192.168.1.4 Port 1026 | g E] 1P address:  [192.188

Figure 12 SCU simulator

4.1.5 Statistics View

The statistics view shows data transmission rattept transmission rate, study
transmission rate, series transmission rate, inragsmission rate and frame
transmission rate etc. in table. Figure 13 is aangple of Statistics View.

DICOMDetective - [G:,capfile’,10bT capture adrl 000 and AGFA 45 —|O ﬂ
File(Ey Edit{E) Data(l) CapturefC) Tools(T) ‘wWindows(w) Help(H) |5 x|

(=N LR TN MRS

PDU | Sewvice slement | SimulatorGCU | SimulatorSCP - Statistics

-

192.168.1.4:1028->192.168.1.60:104  4.851M Bytes in 16.192s ( 306.769K bytes's)
|Sen"u:e |Calegor}' | Images
| Print [Summary [1(0.062/s)

102.168.1.60:104->192.168.1.4:1028  1.138K Bytes in 10.558s ( 110.342 bytes/s)

Figure 13 Statistics View



DICOM
W@ \janual of the DICOM Detective Enterprise

4.2 DICOM Detective User Interface
4.2.1 Menus and Toolbar
4.2.1.1 File->Open a Capture File&

1.

2.

3.

The “Open a Capture File” menu pops up an “Opexi tiialog. User should
select a capture file and hit open.

User also can drag a capture file in windows exgland drop it to DICOM
Detective.

Then a dialog will be popped up as Figure 14. Wsay enter start and end
packet number. The packet number is 1 based regardf type of network
protocol analyzer. Usually, user needs not totsestart and end packet
number, The DICOM Detective will do it for the us#ris for the case that
user wants to avoid some bad packets of the cagaiee (The hint for
seeking a start packet of a DICOM communicationgisietwork protocol
analyzer is to seek the Calling and Called AE Fitlethe packets just by
viewing the content of the binary packets. Forrtiast cases, the first packet
that contains the desired calling and called AEeSits the start packet.)

a. User can change file to be opened at the top edit Buttonts:
would pops up an “Open file” dialog to help. Draggia capture file in
windows explorer and drop it into the edit box wbalso work.

b. The option ofKeep disordered and duplicated packetslefault
checked, when you get errors for opening a caftiereyou may try to
open the capture file without checking this option.

c. If Open directly if only one connectiois checked, DICOM Detective
would skip the connection selection dialog in tleatrstep. This option
is remembered every time user changes it.

d. If Skip error messages checked, DICOM Detective would not popup
error message even there are errors while analyaén®ICOM data.

e. User can choose following time format displayethia views. (Note:
Time format changing is not supported after theveiare displayed.)

i. Sec. since beginning of capture.

i. YYY-MM-DD HH:MM:SS.M.

iii. Sec. since Epoch (1970-01-01).
Changing time format in this wizard page would affects
default time format setting of WinPcap capturenéans if the
time format is change to a certain one, next tineewinPcap
capture would use the same selection as the défaeltformat.
Please also refer 4.2.1.12.1.
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Please select file |
— Capture File
Capture File: IG:\capfiIe\a.cap I

Time Format

ce beginning of capture From |1 to |18
[1 based packet number)
¥ Keep dizordered and duplicated packets

v Open directly if only one connection

[~ Skip ermor message

< Back I Hest = I Cancel |

Figure 14 Dialog for Setting Start and End Packets

4. After user clicks next button, a dialog will be pegl up as Figure 15. It
displays the available connections. User shoulg select DICOM
connections to be analyzed and click next. Non-DMCénnection may
result in unexpected errors. This dialog might kiped by checkin@pen

directly if only one connectiornn the previous wizard page if there is only one
connection to analyze.

Please select connections Xl

i~ Connections

Flease only select DICOM connections you are to analyze(confirm with |P and Port), select
the non-DICOM connection may cause unexpected result

TH2755.1.152 | 104 [acrnema)

L <—> 1821681151 2237 (cisco-auxtyiyp.

< Back I Finish I Cancel

Figure 15 Dialog for Selecting Connection

5. After user clicks finish button, the DICOM Deteaimay popup error
messages for bad connections (like Figure 16)used can choose OK to
continue or Cancel to stop analyzing the file. €®r message dialog can be
skipped by checkin§kip error message the first wizard page.
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X

AdssociateRQ can not be read, - start pack number: 3, end pack number: 3. :I
Urexpected PDU Iterm type 0x00,

Urexpectad PDU Ttem type 0x00,

Unexpected PDU Item type 0x00,

Unexpected PDU Ttern type Ox00.

unknown item: 1 for AassociateRdQ, ignore 16842634 bytes of AassociateRQ

AkzsociateRy) can not be read, - start pack number: 11, end pack number: 1367 MEE

Error accurs while extracting PDUsE

n ool

Cancel

Figure 16 Error message dialog

6. After user clicks finish button fdPlease select connectiomsalog and/or OK
button for error message dialog, A MDI window conitag 5 views will be
opened for each DICOM connection. Details of 5 eewll be described in
section 4.2.2

4.2.1.2 File->Open a Dicom Filde

After user selects “Open a Dicom File” menu, th€ DM Detective will popup an
“Open file” dialog, User should select a DICOM fdad hit open. Then, the DICOM
Detective will open a MDI window to show all the DM elements inside the
DICOM file using a tree list.

4.2.1.3 File->Save (Only active when a DICOM file is opened

When a DICOM file is opened, this menu becomessactivhen this menu is selected,
the DICOM Detective would save user changes oDt&OM file in the current MDI
window to the original file.

4.2.1.4 File->Save As...(Only active when a DICOM file is opsed)

When a DICOM file is opened, this menu becomes/activhen this menu is selected,
the DICOM Detective would popup a “Save as filedldg. User should select a
directory and enter new file name and click save DICOM Detective would save
user changes of the DICOM file in the current MDhdow to the specified fileThis
menu would not change the current file to the filessaved as.

4.2.1.5 File->Close
Close all the MDI windows for the current activatapture file or close an opened
DICOM file.

4.2.1.6 Edit->Insert

When a DICOM or a capture file is opened, you ceeit a DICOM element to the
file. When this menu is selected (The menu is atyve when an element is selected.
The menu can also be popped up by right clickiregsttlected element.), the DICOM
Detective would popup an “Insert DICOM Element”ld@as Figure 17.
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x
Tag |DDDEIDDEII ST Institution Address =l
Tag format: ogggesee, e.g. 00100010,
WRJST x| walue poodinstitution [~ Seguence Item
Use | to seperate values regardiess of YR, e.g. 1.0Y2.1 for FD element, Fix word [~ Replace If Exist
GEMERATE_UID for UL element to Auto-generate UID, Binary file name for
OBfOw [OF UM elernents to get the binary value, oK I cancel

Figure 17 Insert DICOM Element

User should enter the element Tag, VR and valtkerdialog to insert an element.
1. If user wants to insert a sequence item undereleeted item, the “Sequence
Item” should be checked.

a. Inserting a sequence item to a non-SQ elementtiallwaved.

b. User must insert FFFEEOOQO (Sequence Item) firdtedSQ element,
then insert sub elements to the FFFEEOO0O (Sequtamag Trying to
insert an element that is not FFFEEOOQO (Sequeras) lor
FFFEEODD (Sequence Delimitation Item) to a SQ el@maeuld raise
an error dialog like Figure 18.

DICOMDetective Error x|

9 Cnly element FFFEEODD{Item) and FFFEEDDD(Sequence Delimitation Ikerm)
x._*/ are supposed to be inserted under Sequence of Ikems or Frame Ikem.
' Conkinue ko insert 000006007

Figure 18 Error Dialog for inserting SQ item

c. Toinsert sub elements to the FFFEEOOO (Sequeen®,lFFFEE0Q00
(Sequence Item) should be selected and the “Segutam” should be
checked. While inserting a sub element to the FREBESequence
Item), a dialog may asks if the new element isxplieit VR, yes
means explicit VR, no means implicit VR.

2. If the user wants to replace element already etkist;Replace If Exist”
should be checked. Otherwise if an element alreadbts, the element would
not be inserted.

3. The Tag field is an auto-complete field. It meassrucan enter parts of the tag
or tag name, system would list up tags that maftchtwntered. E.g. user
enters “sequence”, and then all tag that relatéseguence” would be listed
up.

4. Following rules applies to the value field:

a. Use backslash to separate multi-value regardlesse\§R1.0\2.1 for
FD (Float Double) type element.

b. When the VR is Ul and the value field is “GENERATED”,

DICOM Detective would generate an UID to fill thalwe.

c. When the VR is OB or OW or OF or UN and the valietfis filled
with an existing file name, the binary contenttu# file would be filled
to the value. Otherwise, the string in the valeddfivould be
converted to binary to be filled into the value.
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d. If the value is hex number, add prefix 0x, e.g.€f81 (Only apply to
UL,US,SS, SL elements)
e. For AT element, do not add prefix Ox. E.g. 7fe00@1€00011

4.2.1.7 Edit->Delete

When a DICOM or a capture file is opened, you celeté DICOM elements. When
this menu is selected (The menu is only active wareelement is selected. The menu
can also be popped up by right clicking the setketement.), the selected element
would be deleted.

4.2.1.8 Edit->Reload *

When a DICOM file is opened, user can reload thenep DICOM file from the disk
by selecting this menu. Reloading the file woulscdrd any change made to the file.
A warning dialog would warn user that all changesild be lost before reloading.

4.2.1.9 Data->Export Data™

This function is used for DICOM experts to comptssir own communication data
for simulation. DICOM experts can export the orainommunication data of the
current connection into files in a directory. Theperted data is pure DICOM
communication data. It contains no redundant paekapping data made by network
analyzer. DICOM experts can modify the binary filexompose new communication
data. Then DICOM Detective can import the compasadmunication data and do
simulation.

User can export the real captured communicatioa it files in a directory. A file
may contain one or more capture packets. Fileaamed by following convention:

PPPPPPPPPP_XXX.XXX.XXX.XXX_port

where:
ppppPPPPPp is the 1000 times of packet numbereofitht packet in the file. The
packet number is 1 based regardless of type afeheork analyzer.
XXX XXX.XXX. XXX is the destination IP address otkeats.
port is the destination port of packets.

After user selects “Export Data” menu, the DICOM&xtive will popup an “Open
folder” dialog, user should enter a directory naand hit open. Then, the DICOM
Detective will create a directory and export thenocounication data into files in the
directory. Always export connections to different directoriesjmporting 2
connections in one directory may result in wrong aalysis.

User can modify the exported binary files using angilable tools.

“Export Data” only export original communicationtdalt will not export edited data.
See 4.2.1.11.

2 Export data is managed by files in a directory. Onlykptrelated to the current activated
connection is exported. Packets that are sent/received carglpwall be combined into one file.
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4.2.1.10 Data->Import Data™*
The modified exported data can be imported intadi@OM Detective as a capture
file.

After user selects “Import Data” menu, the DICOMt&sive will popup an “Open
folder” dialog, user should select a directory aitcperi. Then, the DICOM
Detective will import the communication data anéo@ MDI window containing 5
views. User can do analysis and simulation usiegriported data as what he can do
for a capture file.

4.2.1.11 Data->Export Edited Data

This menu is for saving information for an editegbture file. It will only become
active when the capture file is changed. It aatsesas “Data->Export Data” menu.
The difference is “Data->Export Edited Data” memparts changed data, but “Data-
>Export Data” exports original data even if theadistchanged. The exported edited
data can be imported using “Data->Import Data”.

4.2.1.12 Capture->Capture Packets
DICOM Detective can capture packets onsite. Thiaungould bring up Capture
Packets dialog. DICOM Detective supports followkhgays to capture packets:

4.2.1.12.WNinPcap Capture
The first way to capture packets is to use WinPadgich is a famous free network
data-capturing driver. User must download the WapPand install it for using this
function. The official home page of WinPcaghi$p://www.winpcap.org

x|

WfinPCap Capture | Gateway Capture |

Interface: |2. “Device\NPF_{AB0C3466-501 3-4730-47E 4-F0AAETEBEBE 3} (Broadcom Pj Femate |

IP address: I 192 168, 1 . 3 Time Format |Sec.since beginning of capture j
j Filter Help |

Output File: IC:\Program Files\DICOM ToolDICOM DetectivetCatureFilehfile]. peap |

M ax Buffer: I‘I 024 I

Max. Dynamic Whd: |20 Diynamic Analyze | Start | Stap Analyze |

Figure 19 WinPcap Capture

Figure 19 is WinPcap Capture user interface.

1. User should select a netwdriterface (or network card) to capture the
packets.

2. DICOM Detective supports remote capturing funcidiwVinPcap (WinPcap
remote daemon should be run in the remote comp&emotebutton is used
to get remote network interfaces. When Remotebutton is clicked, a dialog
like Figure 20 would be shown.

a. The remote host IP address should be entereldstfield, andPort is
for WinPcap remote capturing port, default valugd92.

% You must make sure that all files in the directory exported by DICOM Detective. Otherwise, it
might cause problem.
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b. If the remote capturing needs authentication Athientication
should be checked atdsernameandPasswordshould be entered.

c. WhenGet Interfacess clicked, thdnterfaceslist box would list all
available remote network interface.

d. If Automatically getting interfaces while starting ug checked, next
time when DICOM Detective starts the WinPcap capfunction or
Dynamic statistics and Text dump function, it woaldtomatically gets
network interfaces from the remote host. Notice haould take time
if the remote host is not online.

e. OK button would close the dialog and bring all rematerfaces to
WinPcap capture dialog. If a interface is seleatetthe Interfaceslist
box, it would be selected as default interface/fimPcap capture
dialog.

f. Cancelbutton closes the dialog.

Add Remote Interfaces x|
~Remote host (RPCAP passive mode)
Exclude this port in your capture
fileter using: not pork oo
Host: |192. 168,14 Part: IZUUZ Cancel |
Default Port: 2002 cet InterFacesl
r—Authentication
Username: Ijack Automatically
v authentication getting interfaces
Passwiord: I******** while starting up

Interfaces:

Figure 20 Remote Interface

3. IP addresddisplays IP address of the current selected nétimeerface.

4. Time formatdefines time format displayed in the views opefoeataptured
data analysis. The selections are same as desanide?l1.1. They are:

a. Sec. since beginning of capture.

b. YYY-MM-DD HH:MM:SS.M.

c. Sec. since Epoch (1970-01-01).

Time format selection in this page affects the@a in the open file
wizard dialog. It means if the time format selegtio this page is changed
to a certain one, next time the open file wizamalj would choose same
selection as default.

5. Filter is used to filter capture data, e.g. “host 192.1@8and tcp” means only
capturing TCP data that goes into/out of host 182 1L.2. The filter follows
rules of WinPcap filter. User can go to WinPca@ges to get help, or the
“Filter Help” button shows a help menu.

6. “Filter Help” button shows a help menu.

7. Output file defines the capture file to be saved. Bu;,,hbrings up a Save
As dialog to help to specify capture file.

8. Max. Buffer defines maximum buffer size used for DICOM datalgsis.
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9. Max. Dynamic Wnddefines maximum number of MDI windows opened for
dynamic analysis.

10. Startwould start the data capturing and save the dattzetdile.

11. Stopwould stop the data capturing.

12. Analyzewould open the capture file and display the costenit.

13.Dynamic Analyzewould start the data capturing. And same time/oitild
analyze the coming capture data dynamically. WhBHhGOM
communication is fully completed, a MDI window wdube opened, and the
contents of the DICOM communication would be digpthin it. The
maximum number of MDI windows is defined Max. Dynamic Wnd When
the maximum number is reached, the capture wouktdpped automatically.

Typically WinPcap capture use cases are like this:
Start->Stop->Analyze to open the capture file in IMBndows.
Dynamic Analyze->Stop. (MDI windows are automatigaipened.)

4.2.1.12. X5ateway Capture

The second way to capture packets is to use Gat€apure. Usually, the network
analyzers and WinPcap cannot capture all the padlattveen 2 devices if the
network analyzers or WinPcap are not installedne of the device, because routers
would not always broadcast all the communicati@eteway Capture is for solving
this problem.

When it is not possible to install WinPcap to ofhéhe communicating pair devices
(SCU and SCP), and the DICOM communication betwwkem should be captured,
connects the PC that has DICOM Detective instdbiethe network. Then set the SCP
IP and port to DICOM Detective Gateway Capture Deain the SCU device (From
the view of SCU device, the DICOM Detective Gatewapture Deamon is a SCP
device to replace the original SCP); and set the BCand port to the real SCP
device in the DICOM Detective Gateway Capture Deaifsom the view of SCP
device, the DICOM Detective Gateway Capture Deamm@SCU device to replace
the original SCU). Then when the SCU device serds, dhe data would be sent to
the DICOM Detective Gateway Capture Deamon firie DICOM Detective
Gateway Capture Deamon will make a copy of the ttatacal disk and then forward
the data to SCP devices. Data from SCP is alssfemed through this tunnel, it first
is sent to the DICOM Detective Gateway Capture Dagrthe DICOM Detective
Gateway Capture Deamon would make a copy of theetddbcal disk, and then the
data is forward to SCU devices. The captured dataldvbe stored as files in the
format of “Data->Export Data”. Figure 21 illustes how Gateway Capture works.
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Ordinary network s\”/

capture that may Network Analyzer/WinPCap
not work |

i \‘
\‘.‘4 < DICOM Communication
scU e || ‘ -
| A1~ scp
Gateway capture
Capture
Communication
\‘/&\ e
O\CO \// O
\ < 044
DICOM Detective R N
\ 2

SCU '
SCP

Figure 21 Gateway Capture illustration

Figure 22 is Gateway Capture user interface:
1. SCU Gateway Capture Daemon block defines the DICOM Qete
Gateway Capture Deamon listening port for listerd@jJ request.

IP addressis for displaying the IP addresses of currentlatée network
interface, it is not editable, just for information

Port defines listening port for listening SCU request.
Timeoutdefines timeout of connection with SCU

2. Gateway Capture Daemon block SCP defines the SCP connection
parameter.

IP addressshould be set to the IP address of SCP.
Port should be set to the listening port of SCP.
Timeoutdefines timeout of connection with SCP

3. Output Folderdefines the folder that holds capture data, whiddtored in the
format of “Data->Export Data”. User can impor¢ttiata using “Data-
>Import Data”.

4. Startwould start the Gateway Capture Daemon to listerequest from SCU.
The Gateway Capture Daemon will stop until 8tepis pressed oone
DICOM communication is finished. The captured data would be stored as
files in the format of “Data->Export Data”.

5. Stopwould stop the Gateway Capture Daemon.
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6. Analyzewould open the capture data in a MDI window.
x|

WinPCap Capture  Gateway Capture |

SCU--» Gateway Capture Daeman — Gateway Capture Daemon-->5CF
IP addess: | 192.768. 1 . 3 IP address: | 192.168. 1 . §
— Port: 104 ,  FPort 104 =
= =3
Tirneout: 500 Tirmneout: 500
Output Falder: IC:\Proglam Files\DICOM ToolDICOM DetectivelGatewayCapture |
Start | Stop | Analpze |

Figure 22 Gateway Capture Ul
4.2.1.13 Capture->Dynamic Statistics and Text Dump

DICOM Detective supports dynamic DICOM traffic ratend network interface

status statistics and dynamic dumping communicat@rients to text files that can

serve as DICOM communication log.

4.2.1.13.1Dynamic Statistics
Dynamic Statistics function uses WinPcap to capI@OM network

communications and dynamically extracts the DICQMistical information to save
and display. Which statistical information shoutdalculated is configurable, e.g.
you can gather statistical traffic information fiytes/sec in/out of an IP and/or port,
and you also can gather statistical traffic infotiorafor images/sec in/out of an IP

and/or port. Figure 23 shows Dynamic Statistics ugerface.

Dynamic Statistics and Text Dump (2009/08/07 14:25:17 - 2009/09/07 14:52:12) (&=
Interface: [2\DeviceIFF_(ABOC3ARA 50124 m Netkireme Gigabit Ethemel Drtver (Mierosofts Facket |~
~Intetface :
§ - Ex: 104 or 6104 or 7104
P W Pari{empty 0kg: {104 Ex: not 2002 and hot 80
Locally Administered Address: Po
Speed Duplex: Auto Additional Fifter Ex:host192.168.00 & 7 e 1
Statistics and Dump Tet =] Start I Stop I 258445: captured 1314 byte(s) all assotiation(s) anakzed :“\
D
Statistics | Dump Text @
Current . i
192168132727->19216812:104  37.691K Bytes in 0.0785 ( 482 456K bytes's)
[Service| Category | Patient | Study | Series | Images | Instance | Frames |
Summary |1(12.8005) 1(12.800/5) [L(12.800/5) [1(12.800/5) [1(12.800/5) [1(12.800/9)|
Storage| Category | Patient | Study | Series | Tmages | Instance | Frames
[Modality: US [1(12.800/5) [1(12.800/s) [1(12.800/5) [1(12 800/5) 112 800/s) [1(12.80075)
19216812:104->192168132727 4 132K Bytes in 0.303s ( 13 654K bytes's)
Summary
19216813%->19216812:104  1.576M Bytes in 1 8785 ( 859.509K bytes/s) =
[Service| Category | Patient | Study | Series | Images |Tnstance | Frames
| Summary [1(0.533/5)[1(0.533/s) [1(0.533/5) [17(9.054/5) [1(0.533/5) [17(9.054/s)
Storage| Category | Patient | Study | Series | Images |Instance | Frames 5
| e e e s S e =
History Eao| Byte(s)/Ser -

Figure 23 Dynamic Statistics

1. Statistical traffic information report is categ@irzinto 2 sections:

Current section displays the current DICOM statisticafficanformation.
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Summarysection displays the summary DICOM statisticdfita

information of certain time span. This time span ba configured by user,
e.g. 5 minutes.

2. The history gram on the bottom shows the trafftesalynamically. The

dropdown combo box on the right bottom corner rsstelecting which
parameter to show.

3. Save Tdbutton brings up a save as dialog for user to §padile in order to
save the current displaying report to a html file.
4. History button brings up a statistics history dialog Ikgure 24.
Left drop down combo box is used to select hisfibey
Right drop down combo box is used to select paranmetshow.

Statistics History for 192.168.1.3:104 {2009/09,/04 20:37:45 - 2009,/09,05 06:42:40)

=IOl x|

- IByte(s),l’sec d

Figure 24 Statistics History

4.2.1.13.2Text Dump

Text Dump function uses WinPcap to capture DICOMvoek communications and
extracts the DICOM communication information arehlates the communication

information into text files, so that the text filean serve as DICOM communication
log. Figure 25 shows Text Dump user interface.
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Dynamic Statistics and Text Dump (2009/09,/07 14:25:17 -> 2009/09,/07 14:52:12) = |E||5|

Interface |2. \DevicelNPF_{ABOCIABA-6013-4730-ATE4-TOAAGTBBEBEZ] (Broadcom Metkirerne Gigahit Ethernet Driver (Microsoft's Packet !j Rermate |

Interface Infi Durnp Taget
P | 192 168 . 1 . 3 P [1oz 1e2. 1 2 Port(empty 0k): [104 Ex.: 104 or 6104 ar 7104 Ma»«.Elufrar.lWD% 1}

Ex.:not 2002 and not 80 Text Dump Setiing

Laocally Administered Address:

o . Exclude lncalllFs _—
Speed Duplex: Auto Additional Filter Ex. host182.168.01 o far ramote capture Statistics Seting. ..
IStatiStics and Text Dump j Start | Stop e text durmped 2 association(s) leftto analyze
Statistics  Text Dump |
igys Durmped Text Files I P Clear
Text Dump ;I

Command Setitotal:5)
(o00o,0000) (UL 4 1(1) | 56 (00000038H)]  Group 0000 Length
(0000,000% (U 18 1¢1)  [1.2.840.10008.1.1 (Merification SOF Class)] Affected SOF Class UID
[(0000,0100  (US) 2 11} [0030H (C-ECHO-Ra)] Command Field
(oooo,o110y (Usy 2 (13 [1(0001H)]  Messane D
(oogo,oe00y (U 2 101y [0101H (Mo Data Setis Present)]  Data Set Tyvpe
3.36.10.140:1358==C-ECHO-REP  Verification SOP Class ; Implicit VR Litlle Endian: Default Transfer Syntax for DICOM=<3.36.110.193:104 {134565: 2009-09-0
Command Setitotal:B)
[(0000,0000) (UL 4 1¢1y [ 66 (D0000042H)]  Group 0000 Length

(00O0,0002y (U 18 (1) [1.2.840.10008.1.1 (Merification SOP Class)] Affected S0P Class UID
(ODoo,0100y  (US)y 2 T(1)  [B030H (C-ECHO-REF)) Comrnand Field
(onoo,012m  (Ugy 2 T [1{0001H)]  Message 1D Being Responded To -
FONNNNANM A1 7 AF% A4 H e Pata le iz Pracan £l Mata Cat Tuna .
4

Figure 25 Text Dump

1. Clearbutton clears the current displaying log.

2. CheckingPause Dumpingcheck box would pause the log display, un-
checking it would continue the log display.

3. View Dumped Text Filesvould bring up an open file dialog, you can setect
log file and open it with notepad.

To do Dynamic Statistics or Text Dump:

1. User should select a netwdrkerface (or network card) to capture the
packets.

2. DICOM Detective can gather statistical traffic infeation from remote
interface using WinPcajRemotebutton is used to get remote network
interfaces, please refer 4.2.1.12.1 for how torgetote network interfaces.

3. Interface Info-IP displays the IP of the current selected networdrface.
The area below the IP displays the current netwuasgtface information, e.g.
configuration information like speed (duplex 100MM etc.). It would
display all the information of the current netwamkerface in a tool tip box if
the mouse is moved over this area.

4. Stactistics/Dumping Taget-Iis to define which IP you want to gather
statistical traffic information from / dump texoim.

5. Stactistics/Dumping Taget-Pois to define which port you want to gather
statistical traffic information from/dump text fronihis field can be empty,
and then it means all ports would be involved fatistical traffic information
gathering/text dumping. THeort field can be entered with “not”, “and” and
“or” key words. E.g. “104 or 6104 or 7104” meanshgaing statistical traffic
information/dumping text for ports: 104, 6104 aridZ; “not 2002 and not
80" means gathering statistical traffic informatfidumping text for all ports
except 2002 and 80.

6. Stactistics/Dumping Taget-Additional Filteis to define additional capture
filter, the filter follows the WinPcap filter rulesnd the filter would be jointed
to the internal filter with keyword “and”. E.g. ak92.168.0.1 means
gathering statistical traffic information /dumpitext from host 192.168.0.1.

7. WinPcap would generate packets between remoteahddbcal host for
remote capturing. When capturing DICOM communicatletween remote
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hosts, checkin@tactistics/Dumping Taget-Exclude local IPs for rexte
capturewould avoid capturing those packets WinPcap géedra
Max. Buffer defines maximum buffer size used for DICOM datalgsis.
You can choose to ddstatistics, “ Text Dumg or “Statistics and Text
Dump’ by selecting a selection from the drop-down corbb& under
Interface Info.
10. Start would start the traffic Statistics and/or Text Dum
11.End would end the traffic Statistics and/or Text Dump.
12. An information bar besides stop button shows capguand analysis
information.
13.Text Dump Settindorings up Text Dump Setting dialog like Figure 26.
Dump to folderdefines the log files location.
Max files defines max number of log files.
Max file sizedefines max file size of each log file.

Max lines in log windowdefines the max lines of log window.
x|

© ®

Durnp to folder: |88

May, files: |10 = May file size: IlU M
Max lines in log window: |2DDD oK I Cancel |

Figure 26 Text Dump Setting
14. Statistics Settindorings up Statistics Setting dialog like Figure 27

51
[#- Storage - Properties
- Print Ta
-~ Query 000
- Modality Wiorklist O
- Retrieve
Tag 00000100 US Command Field =l
alue [Ox0001 Add | Update | Delete |
-~ Statistics Items
[arne | Tag | Lahel | Artion | Max. Rate(fsec) |
Patient 1D 00100...  Patient UnigCount 50.000000
Study Inst... 00200... Study UnigCount 50.000000
Series [nst.,, 00200... Series UnigZount S0.000000
Pixel Data FFEOD...  Images Count 700.000000
[storage SCP Instan... OO00S0...  Instance UnigCount | 700000000
Murnber of ., 00280...  Frames Acurnulat,,, 700000000
Update | Delete | Mumber of .., 00280.., Multirames  Count 350,000000
Add Service | Add Category | Tag |DD280008 15 Mumber of Frames j
Dynarnic statistics surm every Lahel [Multiframes Statistics Action |Cc|unt j
|5 ftin x|
Max., Rate(fsec) [350 Add | Update | Delete |
Statistics History folder
C:\Program Files\DICOM ToollDIC - Max. TCR/IP |13]_D7gg Refresh Statistics I]_ Sec,
Rateibytes/sec) SCreen every
Ok I Cancel |

Figure 27 Statistics Setting

User must define which service DICOM Detective std@alculate the
traffic statistics for. To define the service, usarst enter the service
name, then hiddd Servicdutton.
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User must specify the command tags and valuesddhvice, e.qg.
when command field(0000,0100) is 0x8020 and Affé@ep Class
UID(0000,0002) is 1.2.840.10008.5.1.4.1.2.2.1 or
1.2.840.10008.5.1.4.1.2.1.1, the service is DIC@Mance query.
Properties is used to specify the service. User Aat/Update/Delete
command tags and values to the service, multi-vsthoelld be
separated with back slash.

User must specify which parameter should be caledltor traffic
statistics and how that parameter is calculatedredtly, DICOM
Detective supports following calculations for traftatistics.

o Countwould count total occurrence of the specified {apt
includes tag in sequence elements)

o UniqCountwould count total occurrence of the specified tag
without duplication.

o DeepCountwould count total occurrence of the specified tag.
(Includes tag in sequence elements)

0 AccumulateFramewould summary the value of the specified tag
(usually (0028, 0008) Number of Frames), and ifttteis absent
but Pixel Data (7FEO, 0010) is present, the vafub® specified
tag is deemed as 1. This is used to calculate frates of DICOM
transmission.

User should provide following information to spegcé statistics item.

Tag: DICOM element tag to be calculated.

Label: Label to be displayed in the statistics repo
Statistics Action: which calculation should be take

Max Rate(/s): Maximum transmission rate. It is ukedupper
border of historical gram.

O O0OOo0OOo

User also can specify category for a service tegmize different
transmissions in a service. E.g. to categorizeagtservice with
modality so that the statistics report would digglze transmission
rates for different modality. To define the catggarser must select a
service first and enter the category name, theAddtCategorybutton
to add the category to the service.

User must specify the tags to define the categogy,Modality
(0008,0060) can makes the statistics report categgbwith Modality.
User mayAdd/Update/Deletéags and labels to the category, label is
used for category display in the report.

User should definBynamic Statistics sum evetyme span. The time
span is used fdummarysection of the statistics report.

Statistics History foldeholds statistics history files generated by
dynamic statistics function. User may define tHddo.

Max TCP/IP Rate (Bytes/sedefines maximum TCP/IP transmission
rates. It is used for upper border of historicangr

Refresh Statistics Screen evergne span defines the time span to
refresh the dynamic statistics report screen. Aezans refresh the
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report immediately. —1 means never display thassiz report, just
collects the statistics history file.

Dption setting x|

— General setting
DICOR Dictionan: IE:\F‘rogram Files\DICOM ToolhDICOM DetectiverDCM |

Part Hame Dictionary: IC:'\Program FilegDICOM ToolhDICOM Detective'Porth, |

DICOM Image Viewer: IE:\F‘rogram Files\HUG D sinz Versian 4.1450ziriz.exe |

DICOM 5B Viewer IE:'\Program Files\DICOM ToolSR BrowserSRBrawsel |

LT SOP Definition: IC:\F‘rogram Files\DICOM ToolDICOM Detective\DWTS |

v “erify DICOM Tag, VR, Wi and Yalue Length v Auto Encoding

— Simulator Setting

SCP Default Port: I1 04 SCP time out: I1 0oa S, SCU time out: I'IIJDD 5.
General Estimated Reaction Time: I'I aoo MS.

Statistics Setting... | QK I Cancel |

Figure 28 Option Dialog

4.2.1.14 Tools->Option
User can change DICOM Detective settings by cligki@ption” menu. Figure 28
shows the option settings.

DICOM Dictionary: The path of the DICOM dictionary file. The systdefault
DICOM dictionary file is DCMDict.txt.

Port Name Dictionary: The path of port name dictionary file. The system
default port name dictionary file is PortName.txt.

DICOM Image Viewer: The path of DICOM image viewer executable file. It
can be any DICOM image viewer that can take DIC@Mge file path as the
first parameter to open the DICOM image file. THEDM image viewer will be
lunched to open the image while user clickskisi®utton in the service element
view.

DICOM SR Viewer: The path of DICOM Structure Report viewer execlgab
file. It can be any DICOM Structure Report viewleattcan take DICOM SR file
path as the first parameter to open the DICOM &R Tihe DICOM SR viewer
will be lunched to open the structure report whser clicks th&R button in the
service element view.

DVT SOP Definition: The file path of DICOM SOP class to DVT definition

map. It is used for generating DVT scripts. Theaysdefault file is
DVTSOP.txt.
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Verify DICOM Tag, VR, VM and Value Length: Check this if you want
DICOM Detective to verify whether all the DICOM TagR, VM and Value
Length are following the DICOM standard. Unchedis tio save analysis time.
The default is checked.

Auto Encoding: Check this if you what DICOM Detective to transldhe
special characters in the file to you local chaescaccording to the Special
Character Set (0008, 0005).

SCP Default Port: It is the default listening port of the SCP sintatadaemon.
SCP Timeout: It is timeout for connection while performing S&€imulation.
SCU Timeout: It is timeout for connection while performing SGunulation.

General Estimated Reaction Timelt is an assumed time span between the
communication actions of the opposite peer. (DICD&ective assumes that,
after the DICOM Detective simulator sends a DICOMssage to the opposite
peer, it will take the assumed time for the opmopier to response.)

Statistics Setting...:It bring up the statistics setting dialog. Plesfer to
4.2.1.13.

4.2.1.15 Tools->Report

After user selects “Report” menu, the DICOM Deteetwill popup a “Save as”
dialog, user should enter a file name and hit s@kien, the DICOM Detective will
generate a report for the current active view ave gt to the file. A sample report
file is present in Appendixes.

4.2.1.16 Tools->Export DVT Scripthll

After user selects “Export DVT Script” menu, thed@M Detective will popup a
“Select Folder” dialog, user should enter a foldeme and hit open (if it is a no
existing folder, please answer yes to create thikefp Then, the DICOM Detective
will generate DVT Scripts to the folder for the @mt active view. To use the
generated scripts, user have to create a DVT prilfeand a DVT session file and
include all generated scripts to the session file.

4.2.1.17 Tools->Export MergeDPM User Infdl!

After user selects “Export MergeDPM User Info” methe DICOM Detective will
popup a “Save as” dialog, user should enter anfilme and hit save. Then, the
DICOM Detective will generate a MergeDPM compatiblser Info for the current
active view and save it to the file.

4.2.1.18 Tools->Encoding

The encoding function is for the DICOM communicatibat uses special character
sets. It only applicable to elements with type Bf (&hort String), LO (Long String),
ST (Short Text), LT (Long Text), PN (Person Nameld (Unlimited Text).

Reset
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By default, the system will not use any encodinghagism. It just uses windows
default encoding mechanism. Use “Reset” to sel@atlows default encoding.

Unicode (UTF-8)
This function is used to display Unicode (UTF-8gsial characters.

ASCII
This function forces the DICOM Detective to dispkpecial character sets by
DICOM specified ASCII way.

Japanese (JIS)
This function is used to display Japanese (JIS}iapbeharacters.

Japanese (Shift-JIS)
This function is used to display Japanese (Sh8)-3pecial characters.

Chinese Simplified (GB2312)
This function is used to display Chinese Simplifi@B2312) special characters.

Chinese Simplified (GB18030)
This function is used to display Chinese Simplifi@&B18030) special characters.

Korean (iso-ir-149)
This function is used to display Korean (iso-ir-14Pecial characters.

Western Europe (ISO) (iso-ir-100)
This function is used to display Western Europ®j{lfso-ir-100) special
characters.

4.2.1.19 Tools->Find and Find Next

Fiad x|
~Find Elerment Eind Mext
& Bytag: IDDDDD11D vl 8 Elyname:l vl
Close |
Walue: | j
—Find Any Text I~ Match case
 Byted | =l -
[~ Match whole wird

Figure 29 Find Dialog

User can find DICOM data element in the Serviceartget view and DICOM File
view by entering the element tag/name and valiseagch criteria in the Find dialog
showed in Figure 29. User can also find any tespldiyed in the Service Element
view and DICOM File view. Besides using menu, fiidlog can also be started by
the accelerate key Ctrl+F, and user can continesé¢larch by the accelerate key F3.

4.2.1.20 Tools->Find DICOM Files

26



DICOM
W@ \janual of the DICOM Detective Enterprise

Search DICOM files x|

User wildcard (*,7) to Filker out non-DICOM Files, non-DICOM files may cause unexpected result.

Lookin IF:icapfilalexportlsr't*‘dcm

~Criteria
Search

ame | Tag | Walue
Patient's Name 00100010
Modalicy 00080060 SR

Cancel

el

Close

I~ mMatch case

Tag |00080060 C5 Madality =l [ Wiatch whale word
Tag Format: gaggeeee, &.g. 00100010, « is wildcard. -

alue ISR add |Llpdate| Deletel

Use | to seperate mutiple criteria, ~ to specify range. e.g. 20070225~20080225, 20050506 For
(0015, 1200) Date of Last Calibration that has YR of DA and Yalue Multiplicity of 1-n,

~Result

Oy
File | Patient's Mame | Maodalit: - &I
F:icapfile\exportisrireport0l .dom QstermanPhillip~E. SR
F:capfilelexport|srirepartn2.dem OstermanPhillip B. SR oo Open mage
F:\capfile\export\srireport03.dom SilvermanElaine J. SR
F\capfile|exportisrireport04.dom Mars"Yerna Marie™de SR Open SR
F:capfilelexport|srireparts. dem SilvermanElaine 1. SR
F:\capfile\export|srirepart09.dorm Smith™Harold SR "
F:lranFiIe\ﬁynnrrkrlannrr1 f.irm ‘Walznhn~R SR I _ILI To dlipboard
4 L3
Found
Tag | 00080060 C5 Madality =l —
Tag format: ggggeeee, e.g. 00100010, x is wildcard.  Delete Columnl Add Column in 0Ls

1 Filefs) isfare) selected now,

Figure 30 Search DICOM Files Dialog

User can find DICOM files under a directory andsitd-directory. Figure 30 is the
Search DICOM files dialog.

Enter the directory or file specification with wildrd (*, ?) to be searched in the
“Look in”. The -/ button helps to locate the directory. Try to uskeleard (*, ?)
to filter out no DICOM files.

User may add/update/delete search criteria by giayiDICOM tag and value.
The criteria are in the relationship of the “AND”.

No value element criteria would test if the DICOIN fcontains the element.
Use backslash to separate multiple criteria vadtug. For Image Type
(0008,0008), criteria “ORIGINAL\PRIMARY” means tearch DICOM files
that contains element Image Type (0008,0008) taatalues include string
ORIGINAL and string PRIMARY.

The multiple criteria for an element are in theteinship of the “AND”.

Use “~" to specify range matching. “X~" means >=xx” means <=x, “x~y”
means between x and y. Range matching applies t{@DS-L, FD, IS, SL, SS,
TM, UL and US. Use range matching for FL and F@xoid mismatch. Below
table shows matching support for different VR.

AE  String Matching, backslash for multipleNot support
criteria.
AS  String Matching, backslash for multipleNot support
criteria.
AT  Format is ggggeeee, e.g. 00100010, Not support
backslash for multiple criteria.
€S String Matching, backslash for multipleNot support
criteria.
DA String Matching, backslash for multiplee.g 2007~20080930 means from
criteria. 2007/01/01 to 2008/09/30. ~200805

means less then 2008/05/01.
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DS

DT

FL

FD

LO

LT

OB

OF

ow

PN

SH

SL

SQ
SS

ST

™

ul

UL

UN
us

uT

String Matching, backslash for multiplee.g. —1~1 means between -1 and 1.

criteria. ~1.2e2 means less then or equal to
1.2e2.

String Matching, backslash for multiplee.g 2007~20080930112230 means

criteria. from 2007/01/01 to 2008/09/30
11:22:30. ~200805 means less then
2008/05/01 00::00::00.

Float value matching, backslash for  e.g. 1.3415926~1.3415972, 1.34~,

multiple criteria. ~-1.02e8...

Double float value matching, backslaste.g. 1.3415926~1.3415972, 1.34~,

for multiple criteria. ~-1.02e8...

String Matching, backslash for multiplee.g. 1~20, -3~, 20~

criteria.

String Matching, backslash for multipleNot support

criteria.

String Matching, backslash is deemed Not support

as part of the criteria.

Not support (No value means to test if Not support

the element exists)

Not support (No value means to test if Not support

the element exists)

Not support (No value means to test if Not support

the element exists)

String Matching, backslash for multipleNot support

criteria.

String Matching, backslash for multipleNot support

criteria.

Signed long value matching, backslashe.g. -1~10, 2~, ~-15...

for multiple criteria.

Not support Not support

Signed short value matching, backslask.g. -1~10, 2~, ~-15...

for multiple criteria.

String Matching, backslash is deemed Not support

as part of the criteria.

String Matching, backslash for multiplee.g 112233~154456 means from

criteria. 11:22:33 to 15:44:56. ~1540 means
less then 15:40:00.

String Matching, backslash for multipleNot support

criteria.

Unsigned long value matching, e.g. 1~10, 2~, ~15...
backslash for multiple criteria.

Not support Not support
Unsigned short value matching, e.g. 1~-10, 2~, ~15...

backslash for multiple criteria.
String Matching, backslash is deemed Not support
as part of the criteria.

The “Search” button executes the search actiorer tin cancel the search by
“Cancel” button.
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Result list displays the files searched. Useramhcolumn to the list by
providing the DICOM tag that user wants to display.

The “Open” button opens files selected in the tdgilusing DICOM file view.
The “Open Image” button opens files selected inréseilt list using DICOM
image viewer.

The “Open SR” button opens files selected in tisailtdist using DICOM SR
viewer.

The “To Clipboard” button copies the selected itemthe result list to the
clipboard.

User can add columns to the result list. It wigay the first element that has
same tag with the column.

Type tag or name in the “Tag” dropdown box woutd &ll elements matched to
the word typed.

X and x are deemed as wildcards for tag. x canske tor criteria, e.g. 60xx0010.

4.2.2 Detail of 5 views
4.2.2.1 PDU View
Figure 31 is a sample of PDU view. PDU view lisBWPdetails with a tree list.

Notes:
IP and port of communication peers are showedarsthtus bar.
The arrows in the “Direction” column present theéaddirection. E.g., for
Figure 31, Right (Green) arrow indicates that taedvas sent from
192.168.0.150:32882 to 192.168.0.230:1024.
Error column displays analysis errors, DICOM vemfgrnings and errors.
For user’s convenience, the number is displaydmbth decimal and hex
format.
For long hex data, user can click “---2button to open a hex view to display
the full hex data. User can also save the hextdadile. Figure 32 is a
sample of the hex data view.
For long text data, user can click t.-2button to open a text view to display
the full text data. Figure 33 is a sample of teatadview.
The binary content of PDU is displayed in the coht®lumn, click the--|
button to open a hex view to display the full bindata.
Packet number and time is displayed for every Pthe following format:

XX: SSSSSS.SSSSSS — Yy tttttt. tttttt

Wheré:
xX is start packet number of the PDU;
ssssss.ssssissstart time of the PDU,;
yy is end packet number of the PDU;
tttttt.tttttt  is end time of the PDU.

“ DICOM Detective defines the first packet number as 1 heditst packet time as 0.
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Hex View
Buttor

Texi
View
Button

Hex View
Buttor

!

Figure 31 Sample of PDU View
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4.2.2.2

Figure

Notes:

Figure 32 Hex Data View

Figure 33 Text Data View

Service Element View
35, Figure 36 and Figure 37 are samplesmvice element view.

Error column displays analysis errors, DICOM vemfgrnings and errors.
Packet number and time is displayed for every serglement, format is same
as what in PDU view.

Values are displayed in the content column jusideethe DICOM tag.

In different cases of DICOM communication (e.qg. legimplicit VR

transfer syntax), a data element may have a VRDIm DICOM Detective,
The VR is displayed only when the data elementh®R. The VR is
displayed in following format:

XX(YY)

Where XX is from the capture data; YY is DICOM defd VR, it is from the
dictionary.

VM is displayed in the following format:

M(N)
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Where M is the real number of values; N is DICOMimked VM, it is from
the dictionary.

When an element has undefined length (OxFFFFFRER)] be displayed
with the actual length as Figure 34 demonstrated.

Figure 34 Undefined length display

DICOM image

viewer buttol

DICOM image
iewer buttol

Figure 35 Sample 1 of Service Element View
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DICOM image
: iewer buttol

Figure 36 Sample 2 of Service Element View

When a data set contains a pixel data element (/BE®), a button will

be attached to the data set and the pixel dateeeletdser can click the button
to start the DICOM image viewer to view the imagatained in the data set.
This is special convenient for user to see whagesare sent for DICOM
storage and DICOM print.

SR viewer
puttor
Save Datas
buttor

Figure 37 Data set contains SR

When a data set contains a structure report (ligeré 37), a button will be
attached to the data set. User can click the battstart the DICOM structure
report viewer to view the structure report contdiimethe data set. User can
set the SR viewer in the option dialog. Figure B8vgs the SR viewer that
comes with the DICOM Detective.

User can save a dataset to a file by clickindputton.
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Figure 38 Sample of SR Viewer

4.2.2.2.1 Editing Element

User can insert and delete elements in the SeBleraent View. Please refer 4.2.1.6
and 4.2.1.7. The insert and delete menu can alpoyeed up by right click the
selected element.

User can also edit existing element by double tigkhe cell in the content column
and the element row or double clicking the celhie content column and value row.

See Figure 39.
Double Clicl
Double Clicl

Figure 39 Editing element

When double clicking the cell, an edit box with traue is provided for editing.
After entering the value, clicking outside the dmbik would finish the editing.
Following rules applies to the value field:
- Use backslash to separate multi-value regardlese\R1.0\2.1 for FD (Float
Double) type element.
When the VR is Ul and the value field is “GENERATHD”, DICOM
Detective would generate an UID to fill the value.
When the VR is OB or OW or OF or UN and the valieddfis filled with an
existing file name, the binary content of the fileuld be filled to the value.
Otherwise, the string in the value field would lb@eerted to binary to be
filled into the value.
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If the value is hex number, add prefix 0x, e.g.€f81 (Only apply to UL, US,
SS and SL elements)

For AT element, do not add prefix Ox. E.g. 7fe00@1€00011.

DICOM Detective provides value explanation withgraheses. When editing
the value, the characters in the parentheses amhtientheses should be
removed.

The menu Edit->Export Edited Data can export editei.

4.2.2.3 Simulator-SCU View
Figure 40 is a sample of simulator-SCU view.

Figure 40 Sample of Simulator-SCU View

User should enter tH® addressandPort of the destination SCP that is about to be
tested. IP address and port may not be same wilh iwhlisplayed in the status bar,
but the IP address must be the IP address of gtemdgon SCP and the port must be
what the destination SCP is listening to.

Synchronizeis use to synchronize the addressandPort, all connections with
Synchronizechecked in a connection group will have the séthaddressandPort.
The connection group will be introduced afterward.

If user enters the file path f@ommunication Packets Save AéReceived or/and
Sen), the received and/or sent packets during thelation will be saved to the
corresponding files (binary file). Often time, usan leave this field empty. It is for
users who want to know details of the network comication for the simulation.

User should cliclBegin button to start simulation. If the simulation stathe
progress barwill indicate the simulation progress amegssage baunder the
progress bar will show simulation messages. Istheulator pauses while simulation,
it is waiting for data from the other communicatjeer, user can clicRontinue
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button to skip receiving the data and acceleraestimulationEnd button is used to
stop the simulation.

About connection group:

Simulation can be done by a single connectiongmoap of connections. User can
use controls idoint Connection group box to joint deferent connections (displayed
in deferent MDI windows) into one group. Then timawdator will do simulation
sequentially for the grouped connections in theepad connection jointing. The
function of grouping connections is used to simeiRtICOM communications of
which that the time sequence is sensitive. E.gstdre images, some DICOM
implementation sends C-ECHO ahead of C-STORE tibyvitae network, and C-
ECHO and C-STORE are usually done in 2 differeminections. To simulate this,
user needs to joint these two connections intognaep, and then DICOM Detective
will do simulations continuously for user. (Do t6eECHO first, then C-STORE)

Following is the way to joint connections into gpsuand disjoint connections:
- User should check tHeérst Connection check box to create a new connection

group and make the connection the first conneétighe group.
User should check thioint Connection check box to joint the connection
into the last created connection group.
The group number and the connection order is displan the format of
“group:order”, where group is 0 base integer to distinguisifiedént groups
and order is also 0 based integer to indicateithalation order. The
group:order will be displayed in format of “_:order” for staaldne
connection, where the underscore indicates thatadhaection has not been
grouped and therder just gives identification to the connection.
User can uncheck tiimint Connectioncheck box to kick a connection and
the followed connections out of the group.
User can uncheck théarst Connection check box or hiResetbutton to
delete the group.
User can clicklBegin button of any connection in a group to start satiahs
in the group.
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Figure 41 Example of Jointing Connection

Figure 41 is an example of how jointing connectiomsks.
First, user checked th&rst Connection check box in connection
“1012.cap:1” to make the connection group 0 anderthk “1012.cap:1” as
the first connection (Order 0) in group O;
Second, user checked th@int Connection check box in connection
“1012.cap:2” to joint the connection into connentgroup 0. The connection
“1012.cap:2” became the second connection (Ordar dynnection group O.
Third, user checked tH&rst Connection check box in connection
“1012.cap:3” to make a new connection group (grbuand make the
connection “1012.cap:3” as the first connectiond@r0) in group 1;
Forth, user checked tleint Connection check box in connection
“1012.cap:4” to joint the connection into connentgroup 1. The connection
“1012.cap:4” became the second connection (Order d)nnection group 1.
“1012.cap:5” is a standalone connection that isgnotiped, so the group is
displayed as underscore.
Then 2 groups of connections were made. For groiffuBer clicks Begin”
button of “1012.cap:1” or “1012.cap:2”, simulateil start simulation for
“1012.cap:1” first and then “1012.cap:2”. It is ian for group 1.
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“1012.cap:5” is a standalone connection, user tiak ‘tBegin’ button to start
this simulation.

4.2.2.4 Simulator-SCP View

Figure 42 Sample of Simulator-SCP View
Figure 42 is a sample of simulator-SCP view.

User should enterRort for the SCP simulator to listen to (The port indyronized
for all connections in a group).

If user enters the file path f@ommunication Packets Save AéReceived or/and
Sen, the received and/or sent packets during simanatiill be saved to the
corresponding files (binary file). Often time, usan leave this field empty. It is for
users who want to know details of the network comication for the simulation.

User should cliclStart button to start simulation. If the simulation stathe

progress barwill indicate the simulation progress amssage baunder the
progress bar will show simulation messages. Ifsihaulator pauses while simulation,
it is waiting for data from the other communicatjeer, user can clicRontinue
button to skip receiving the data and acceleraestimulation Stop button is used to
stop the simulation.

SCP simulator can start the SCU simulator duriegS&P simulation to simulate one
connection or a group of connections by ustum SCU Procesgunction to
synchronize the SCP simulations and SCU simulatigrgs, for DICOM image

server implementations, after receiving a C-MOV§guest in a connection, a series of
C-STORE should be sent in another connection.ithddse, the DICOM image
server implementation will play the SCP role foMOVE and SCU role for C-
STORE.Run SCU Procesgunction is used to simulate this kind of implensgians.
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Figure 43 Run SCU Process

Figure 43 shows choices fBrun SCU Procesgunction. User can choose a
connection or a group of connections using Bectp” combo box. The listed
connection groups or standalone connections are imatie Simulator-SCU view,
they are not from the Simulator-SCP view. Grougisplayed in the format of
“group:_". The choice ofsynchronize will synchronize the simulation of the
selected SCU connection(s) with the simulatiorhefd¢urrent SCP connection (E.g. to
simulate DICOM retrieve service, this choice shdutdused). The choice ot the

end of this processwill make the SCP simulator start to simulate S€ithnection(s)
at the end of this SCP simulation (E.g., to sinreulCOM storage commitment, this
choice can be used).

About connection group:
SCP simulator can also do simulation for a groupasfnections. The way to
joint connections is same as the way describedatian 4.2.2.3.
All connections in a group can only have a saméfpothe SCP simulator to
listen to.
The SCP simulator will do simulations for each aaetion in the group in the
sequence of connection jointing.
User can combine SCP group simulation function wi#'Run SCU Process
function to make complicated simulations.

Notice: During the simulation, do not close any widow of DICOM Detective.
4.2.25 Statistics View
Figure 44 shows statistics view. It displays th€ DM traffic statistics information

report for a capture file. The combo box at thedratis for selecting target to
calculate the statistics. The configuration of DI@@affic statistics information
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report is done by using Tool->Option menu and Stia Setting button. Please refer
4.2.1.13.

Figure 44 Statistics View

4.2.3 Command Line
DICOM Detective supports command line to export teport, merge DPM user info
and DVT script. The usage is:

DICOMDetective.exe —i inputpath —o outputpath [-etl -em —s —v]

-l inputpath Input path. Could be a file name dolder name. If it is a folder
name, all files inside the folder would be proceésse
-0 outputpath  Output path.
For text report dumping:

o If the input path is a file name, the output path
could be an output file name or a path that the
output file would be generated in.

o If the input path is a folder name, the output path
must be a path that the output files would be
generated in.

For merge DPM user info:

o If the input path is a file name, the output path
could be an output file name or a path that the
output file would be generated in.

o If the input path is a folder name, the output path
must be a path that the output files would be
generated in.

For DVT script:

o If the input path is a file name, the output patisim

bea path that the output files would be generated
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in.

o If the input path is a folder name, the output path
must be a path that the output files would be
generated in.

Export text dump. (At least one of —et, -edy €hould be
specified)

Export DVT script. (At least one of —et, -eein-should be
specified)

Export merge DPM user info. (At least one df -ed, -em should
be specified)

Silent mode. No popup dialog.

Verbose mode.
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Appendix A: Examples of Simulator Function Usages

Case 1. Simulator SCU

Suppose that your DICOM archive server could notfion well with a third part
DICOM conforming CT in a customer’s site 1000 kileters away. You could not
travel to the customer’s site in short time to sdive problem. Then a service man
there captured the DICOM communication by Sniffer 2.5 and sent you the
network capture file. You opened the capture filtnvihe DICOM Detective and
checked the DICOM communication detail between Yo@OM archive server and
the third part CT. You found that the communicai®tke below.

The third part CT >> A- ASSOCIATE -RQ >> Your DICOM archive server
The third part CT << A-ASSOCIATE-AC << Your DICOM a rchive server
The third part CT >> C-STORE-RQ >> Your DICOM archi ve server

The third part CT << A-ABORT << Your DICOM archive server

You checked every communication detail using PD&iwand Service Element View
and found that neither the third part CT nor yawhave server violated the DICOM
standard. But you do not know why you archive seseat back an “A-ABORT”
instead of a “C-STORE-RSP” after receiving a C-SEaRQ. Then you need to
debug your archive server software with the DICOBtdative.

To debug you archive server:

1. You should setup the network environment.

2. Choose the correct version of your archive seradrusse same settings with
what is used onsite

You should set break points and start you archaévees with the debug mode,
then your archive server can listen to a certait. po

Open the capture file came from the service mah thi¢ DICOM Detective.
Select the correct connection and switch to theugitar-SCU view.

Enter the IP address and port of your archive serve

Presseslfegin’ to start simulation.

w

No A

Then the DICOM Detective simulator SCU begins teriact with your archive
server (The progress bare indicates the progresmassages are displayed in the
message bar). You archive server will stop at tealbpoint and you can trace and
debug you source codes.

Case 2. Simulator SCP

Suppose that your DICOM conforming CT could notdtimn well with a third part
DICOM archive server in a customer’s site 1000rkiéters away. You could not
travel to the customer’s site in short time to sdive problem. Then a service man
there captured the DICOM communication by Sniffey .5 and sent you the
network capture file. You opened the capture fiidhvihe DICOM Detective and
checked the DICOM communication detail betweerthirel part DICOM archive
server and your CT. You found that the communiceisdike below.

® The importance to make the simulator works is thatryast use the same version software (also
same settings) to interact with the DICOM Detective.
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Your CT >> A- ASSOCIATE -RQ >> The third part DICOM archive server
Your CT << A-ASSOCIATE-AC << The third part DICOM a rchive server
Your CT >> A-ABORT >> The third part DICOM archive server

You checked every communication detail using PD&iwand Service Element View
and found that neither your CT nor the third pachéve server violated the DICOM
standard. But you do not know why you CT sent arABORT” instead of a “C-
STORE-RQ” after receiving an A-ASSOCIATE-AC sinte tthird part DICOM
archive server accepted the abstract syntax ansférasyntax your CT proposed.
Then you need to debug your CT software with the @\ Detective.

To debug you CT software:

1. Setup the network environment.

2. Open the capture file with the DICOM Detective.

3. Switch to the Simulator-SCP view.

4. Enter a port number

5. Press “start”, then the Simulator-SCP daemon c@rlito a certain port.

6. You should set break points and start your CT saféwuse same version and
same setting) with the debug mode.

7. Do exact operation sequence that was done in tteroer site to send image to
the DICOM Detective simulator SCP.

8. Then the DICOM Detective simulator SCP begins teract with your CT.

9. Your CT software will stop at the break point, y@an trace and debug you

source codes.

Case 3. Advanced Usage of Export and Import Functio

Suppose that your DICOM print server could not fiorcwell with a third part
DICOM conforming CT in a customer’s site 1000 kilet@rs away. You could not
travel to the customer’s site in short time to sdive problem. Then a service man
there captured the DICOM communication by Sniffey .5 and sent you the
network capture file. You opened the capture fiidnihe DICOM Detective and
checked the DICOM communication between your DIC@it server and the third
part CT. You found that the communication is likeddw.

The third part CT >> A-ASSOCIATE-RQ >> Your DICOM p rint server
The third part CT << A-ASSOCIATE-AC << Your DICOM p rint server
The third part CT >> N-GET-RQ >> Your DICOM print s erver

The third part CT << N-GET-RSP << Your DICOM print server

The third part CT >> N-CREATE-RQ >> Your DICOM prin t server
The third part CT << N- CREATE -RSP << Your DICOM p rint server
The third part CT >> N- CREATE -RQ >> Your DICOM pr int server
The third part CT << N- CREATE -RSP << Your DICOM p rint server
The third part CT >> N-SET-RQ >> Your DICOM print s erver

The third part CT << N-SET-RSP << Your DICOM print server

The third part CT >> N-ACTION-RQ >> Your DICOM prin t server
The third part CT << A-ABORT << Your DICOM print se rver

You checked every communication detail using PD&wand Service Element View
and found that neither the third part CT nor yountserver violated the DICOM
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standard. But you do not know why you print sesemt back an “A-ABORT”
instead of a “N-ACTION-RSP” after receiving a N-A@IN-RQ. Then you need to
debug your archive server software with the DICOBtdative.

Most cases, for DICOM print service, The Referens&®P Instance UID (0008,1155)
inside Referenced Film Session Sequence (2010,@5@D)he Referenced SOP
Instance UID (0008,1155) inside Referenced Image 8quence (2010,0510) are
dynamically created in print server, so these tWidd fixed in the capture data would
not fit for simulation of the DICOM print SCU pe&o, you need to make
modification to the capture data.

So, first, you need to export the raw communicatiata to a directory using the
DICOM Detective. Then you should find and modife tReferenced SOP Instance
UID (0008,1155) inside Referenced Film Session 8ege (2010,0500) and the
Referenced SOP Instance UID (0008,1155) insiderBeéed Image Box Sequence
(2010,0510) using binary editor to edit the commation data sent by the CT.

Because these two UIDs are going to be createabyprint server, you know what
UIDs should be set to the raw communication dditgoli changed the length of these
two UIDs, you should also modify the element lengttoup length, PDV length and
PDU length. After modification, you can import thedified data into the DICOM
Detective.

Then you can trace and debug your print servegusia similar procedures described
in Case 1.

Case 4. Usage of Joint Connection and Run SCU prase

Suppose that your DICOM image viewer could not fiomcwell with a third part
DICOM archive server in a customer’s site 1000rkiéters away. You could not
travel to the customer’s site in short time to sdive problem. Then a service man
there captured the DICOM communication by Sniffey .5 and sent you the
network capture file. You opened the capture fiidhvihe DICOM Detective and
checked the DICOM communication detail betweerthivel part DICOM archive
server and your image viewer. You found that themanication is like below.

Connection 1 (The image viewer send C-ECHO to theréhive server to verify
the network for retrieving image):

Image viewer >> A- ASSOCIATE -RQ >> The third part DICOM archive server
Image viewer << A-ASSOCIATE-AC << The third part DICOM archive server
Image viewer >> C-ECHO-RQ >> The third part DICOM archive server

Image viewer << C-ECHO-RSP << The third part DICOM archive server
Image viewer >> A-RELEASE-RQ >> The third part DICOM archive server
Image viewer << A-RELEASE-RP << The third part DICOM archive server

Connection 2 (The image viewer sent C-MOVE to therahive server to retrieve
image):

Image viewer >> A- ASSOCIATE -RQ >> The third part DICOM archive server
Image viewer << A-ASSOCIATE-AC << The third part DICOM archive server
Image viewer >> C-MOVE-RQ >> The third part DICOM archive server
Image viewer << C-MOVE-RSP << The third part DICOM archive server
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Image viewer << C-MOVE-RSP << The third part DICOM archive server
Image viewer >> A-RELEASE-RQ >> The third part DICOM archive server
Image viewer << A-RELEASE-RP << The third part DICOM archive server

Connection 3 (The archive server sent the C-ECHO tthe image viewer to verity
network for image storage):

The third part DICOM archive server >> A- ASSOCIATE -RQ >> Image viewer
The third part DICOM archive server << A-ASSOCIATE- AC << Image viewer
The third part DICOM archive server >> C-ECHO-RQ >> Image viewer

The third part DICOM archive server << C-ECHO-RSP << Image viewer

The third part DICOM archive server >> A-RELEASE-RQ >> Image viewer
The third part DICOM archive server << A-RELEASE-RP << Image viewer

Connection 4 (The archive server sent C-STORE to thimage viewer to store
image):

The third part DICOM archive server >> A- ASSOCIATE -RQ >> Image viewer
The third part DICOM archive server << A-ASSOCIATE- AC << Image viewer
The third part DICOM archive server >> C-STORE-RQ >> Image viewer

The third part DICOM archive server << A-ABORT << | mage viewer

You checked every communication detail using PD&wand Service Element View
and found that none of your image viewer or thedtpart archive server violated the
DICOM standard. But you do not know why you imagamer sent an “A-ABORT”
instead of a “C-STORE-RSP” after receiving a C-SEIRQ since the image viewer
accepted the abstract syntax and transfer synétita archive server proposed.
Then you need to debug your image viewer with the@M Detective.

For this case, you must use the functiondaifit ConnectionandRun SCU Process
to simulate. After open the capture file:

First, setup the network environment.

Second, you should joint connections (connectifor £-ECHO and connection 4 for
C-STORE) for SCU.

1. Select connection 3 (C-ECHO).

2. Switch toSimulator-SCU view.

3. Check ‘Synchronize’ to ensure the C-ECHO and C-STORE have the
same destination.

4. Enter thdP addressandPort of the image viewer.

5. Check the “First Connection”, then the “Joint Coctien” is

automatically checked, thgroup:order” is displayed as 0:0.

Select connection 4 (C-STORE).

Switch toSimulator-SCU view.

Check ‘Synchronize’ to ensure the C-ECHO and C-STORE have the

same destinatior{The IP addressandPort will be automatically

changed to be same with the IP address and podrwfection 3.)

9. Check “Joint Connection’, keep the “First Connection” unchecked, then
the “group:order” is displayed as 0:1.

©o~NOo
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Third, you should joint connections (connectiorod €-ECHO and connection 2 for
C-MOVE) for SCP.

PONPE

No o

Select connection 1 (C-ECHO).

Switch toSimulator-SCP view.

Enter the Port” to which the simulator daemon will listen.

Check the “First Connection”, then the “Joint Cocti@n” is

automatically checked, thgroup:order” is displayed as 0:0.

Select connection 2 (C-MOVE).

Switch toSimulator-SCP view.

Check ‘Joint Connection’, keep the “First Connection” unchecked, then
the “group:order” is displayed as 0:1 and the port is automatically
changed to be same with the port of connection 1.

Forth, you should combine the SCU of C-ECHO andTOBE with the SCP of C-
ECHO and C-MOVE usinun SCU Process

PoONPE

Select connection 2 (C-MOVE).

Switch toSimulator-SCP view.

Check ‘Synchroniz€’ to enable synchronize simulation for C-MOVE.
Select “0:_" (that is created in the first stenfrtheGroup combo box.

Fifth, start the SCP daemon by clicking the “Stédtton in theSimulator-SCP view
of connection 1. Then the DICOM Detective SCP saturl starts to listen to the port.

Sixth, you should make preparation for the imagsveir.

1.

2.

You should set break points and start your imageer (use same
version and same setting) with the debug mode.

Do exact operation sequence that was done in tteroer site to retrieve
image from the DICOM Detective simulator SCP.

Then, the DICOM Detective simulator SCP beginateract with your image viewer.
It will start to send image (C-ECHO and C-STOREhgghe SCU simulator during
the C-MOVE process.

Your image viewer will stop at the break point éafthe DICOM Detective sends the
image to you image viewer if you set the break pairthe right place), you can trace
and debug you source codes.
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Appendix B: Report Sample

192.168.10.1:1083 >> A-ASSOCIATE-RQ >> 192.168.1%194
Called Ap Title: IMAGE_SERVER
Calling Ap Title: RADDEM-000000
Application Context: 1.2.840.10008.3.1.1.1(DICOMpAication Context Name)

Presentation Context ID: 1
SOP Classs: 1.2.840.10008.5.1.4.1.1.7(Secondatyi@admage Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.24l{&K VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2 (&K VR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2(bitpMR Little Endian: Default Transfer Syntax
for DICOM)
Presentation Context ID: 3
SOP Classs: 1.2.840.10008.5.1.4.1.1.6.1(Ultrabtmage Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.2dI{&K VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2@{&kVR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2{biMR Little Endian: Default Transfer Syntax
for DICOM)
Presentation Context ID: 5
SOP Classs: 1.2.840.10008.5.1.4.1.1.3.1(Ultrabddudti-frame Image Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.24l{&k VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2@{&kVR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2(bitpMR Little Endian: Default Transfer Syntax
for DICOM)
Presentation Context ID: 7
SOP Classs: 1.2.840.10008.5.1.4.1.1.6(Ultrastmade Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.2dI{&KVR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2@{&KVR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2{BiMR Little Endian: Default Transfer Syntax
for DICOM)
Presentation Context ID: 9
SOP Classs: 1.2.840.10008.5.1.4.1.1.3(Ultrasturt-frame Image Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.24l{&k VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2@{&kVR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2{bitpIR Little Endian: Default Transfer Syntax
for DICOM)
User Information
Max Sub-Length: 32768
Implementation Class: 1.2.840.146759.7.119
Implementation Version: RADDEM_3
192.168.10.1:1083 << A-ASSOCIATE-AC << 192.168.18194
Called Ap Title: IMAGE_SERVER
Calling Ap Title: RADDEM-000000
Application Context: 1.2.840.10008.3.1.1.1(DICOMpAication Context Name)
Presentation Context ID: 1
SOP Classs: 1.2.840.10008.5.1.4.1.1.7(Secondqty@admage Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dI{&KVR Little Endian)
Presentation Context ID: 3
SOP Classs: 1.2.840.10008.5.1.4.1.1.6.1(Ultrabtmage Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dI{&KVR Little Endian)
Presentation Context ID: 5
SOP Classs: 1.2.840.10008.5.1.4.1.1.3.1(Ultrabddurti-frame Image Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.24l{&k VR Little Endian)
Presentation Context ID: 7
SOP Classs: 1.2.840.10008.5.1.4.1.1.6(Ultrastmade Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dI{&KVR Little Endian)
Presentation Context ID: 9
SOP Classs: 1.2.840.10008.5.1.4.1.1.3(UltrastMurt-frame Image Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dI{&KkVR Little Endian)
User Information
Max Sub-Length: 32768
Implementation Class: 1.2.826.0.1.3680043.2.60.0.1
Implementation Version: softlink_jdt103
192.168.10.1:1083>>C-STORE-RQ Ultrasound Imageagtor Explicit VR Little Endian>>192.168.10.2:5104
Command Set(total:7)
(0000,0000) (uL) 4 1 [ 124 (0000007CH)] Grou®0Q.ength
(0000,0002) un 28 1(1) [1.2.840.10008.5.1.4.4.1(Ultrasound Image
Storage)] Affected SOP Class UID
(0000,0100) (us) 2 1(1) [0001H (C-STORE-RQ)] n@oand Field
(0000,0110) (Us) 2 1(1) [12 (000CH)] Message ID
(0000,0700) (Us) 2 1(1) [0000H (MEDIUM)] Prityi
(0000,0800) (Us) 2 1(1) [O000H (Data Set issent)]  Data Set Type
(0000,1000) un 40 1(1) [1.2.840.146759.7.118064606707.0.66.4]

Affected SOP Instance UID
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Data Set(total:44)
(0008,0008)

(0008,0016)
(0008,0018)

(0008,0020)
(0008,0021)
(0008,0023)
(0008,0030)
(0008,0031)
(0008,0033)
(0008,0050)
(0008,0060)
(0008,0070)
(0008,0080)
(0008,0090)
(0008,1010)
(0008,1040)

(0008,1070)
(0008,1090)

(0010,0010)
(0010,0020)
(0010,0030)
(0010,0032)
(0010,0040)
(0018,1020)

(0018,6011)

[ORIGINAL\PRIMARY\VASCULAR\0001\DEMOMULTIFRAME\DEMOMTCOUNT1]

Cs(Ccs) 58 6(1-n)
uiul 28 1(1)
uiul) 40 1(1)
DA(DA) 8 1(1)
DA(DA) 8 1(1)
DA(DA) 8 1(1)
T™M(TM) 6 1(1)
T™M(TM) 6 1(1)
T™M(TM) 6 1(1)
SH(SH) © 0(1)
cs(cs) 2 1(1)
LO(LO) 18 1(1)
LO(LO) 12 1(1)
PN(PN) 0O 0(1)
SH(SH) 6 1(1)
LO(LO) 12 1(1)
PN(PN) 4 1(1-n)
LO(LO) 6 1(1)
PN(PN) 0O 0(1)
LO(LO) 4 1(1)
DA(DA) 0 0(1)
T™M(TM) 6 1(1)
cs(cs) 2 1(1)
LO(LO) 16 1(1-n)
SQ(SQ) 208 1(1)
(FFFE,E000) (NE) 200

Sequence Item

(0020,000D)
(0020,000E)

(0020,0010)
(0020,0011)
(0020,0013)
(0020,0020)
(0028,0002)

(0018,6014)

(0018,6016)

(0018,6018)

(0018,601A)

(0018,601C)

(0018,601E)

(0018,6020)

(0018,6022)

(0018,6024)

(0018,6026)

(0018,6028)

(0018,602A)

(0018,602C)
(0018,602E)
(0018,6030)

uI(uI)
uI(UI)

SH(SH)
IS(IS)
1S(IS)
CS(CS)
us(us)

38

38

0
4
4
0
2

(0018,6012)
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US(US)
UL(UL)
UL(UL)
UL(UL)
UL(UL)
UL(UL)
SL(SL)
SL(SL)
US(US)
US(US)
FD(FD)
FD(FD)
FD(FD)
FD(FD)
UL(UL)
1(1)
1(1)
0(1)
1(1)
1(1)

0(2)
1(1)

Image Type
[1.2.840.10008.5.1.4.6.1(Ultrasound Image
Storage)] SOP Class UID
[1.2.840.146759.7.1119064606707.0.66.4]
SOP Instance UID

[20030926] Study Date
[20030926] Series Date
[20030926] Content Date

[162420] Study Time

[162420] Series Time

[162426] Content Time

1 Accession Number

[US] Modality

[DEMOCH Med. System] Migacturer

[Development ] Institen Name
Referring PhysicsaName

[MO0O00 ] Station Name

[Development ] Insticunal Department
Name
[ADM] Operators' Nam
[RADDEM] ManufactureNodel
Name
1 Patient's Name
[DGW] Patient ID
1] Patient's Birth Date
[000000] Patient's Biffime
[O] Patient's Sex
[RADDEM:R3.0.0DF ] fBoare
Versions
1 Sequence of Uttnasl Regions
Sequence of Items
1(1) 1 Item
uUss) 2 1(1) [1 (0001H)]
Region Spatial Format
2 1(1) [1 (0001H)]
Region Data Type
4 1(1) [ 0 (00000000H)]
Region Flags
4 1(1) [ 2 (00000002H)]
Region Location Min X0
4 1(1) [ 48 (00000030H)]
Region Location Min YO
4 1(1) [ 535 (00000217H)]
Region Location Max X1
4 1(1) [ 437 (000001B5H)]
Region Location Max Y1
4 1(1) [ 267 (0000010BH)]
Reference Pixel X0
4 1(1) [ 10 (0O000000AH)]
Reference Pixel YO
2 1(1) [ 3 (0003H)]
Physical Units X Direction
2 1(1) [ 3 (0003H)]
Physical Units Y Direction
8 1(1) [0.000000] RefereRoeel
Physical Value X
8 1(1) [0.000000] Referefieel
Physical Value Y
8 1(1) [0.037225] Physicalt® X
8 1(1) [0.037225] Physicalt® Y
4 1(1) [3750 (OO000EAGH)]

Transducer Frequency
[1.2.840.146759.7.111.9064606707.0.64] Study
Instance UID
[1.2.840.146759.7.1119064606707.0.65]
Series Instance UID

0 Study ID

[0001] Series Number

[0001] Instance Number
Patient Orientation

[ 1 (0001H)] SamplesRigel



Manual of the DICOM Detective Enterprise

(0028,0004) CS(Cs) 12 1(1) [MONOCHROME?2 ] Photainehterpretation

(0028,0006) uUsus) 2 1(1) [ 0 (0000H)] Planar Ggunfation

(0028,0010) uUsus) 2 1(1) [480 (01EOH)] Rows

(0028,0011) usus) 2 1(1) [640 (0280H)] Columns

(0028,0100) usus) 2 1(1) [ 8 (0008H)] Bits Allbed

(0028,0101) Usus) 2 1(1) [ 8 (0008H)] Bits Stored

(0028,0102) uUsus) 2 1(1) [ 7 (0007H)] High Bit

(0028,0103) Usus) 2 1(1) [ 0 (0000H)] Pixel Regenetation

(0028,1050) DS(DS) 4 1(1-n) [127] Window Center

(0028,1051) DS(DS) 4 1(1-n) [256 ] Window Width

(0028,2110) CS(Cs) 2 1(1) [00] Lossy Image Corsgign

(7FE0,0010) OB(OW\OB) 307200 1(1\1)
[2E1515151515151515151515151515151515151515155859515151515151515151515151515...] Pixel

Data

192.168.10.1:1083<<C-STORE-RSP

Command Set(total:8)
(0000,0000)
(0000,0002)

(0000,0100)
(0000,0120)

(0000,0800)
(0000,0900)
(0000,0902)
(0000,1000)

Ultrasound Imageagéo; Explicit VR Little Endian<<192.168.10.2:5104

(U 4
(uy 28
(us)y 2
(us)y 2
(us)y 2
(us)y 2
(Lo)y 22
(Uy 40

192.168.10.1:1083 >> A-ASSOCIATE-RQ >> 192.168.151P4
192.168.10.1:1083 << A-ASSOCIATE-RP << 192.168.1104

49

1
1(1)

1(1)
1(1)

1(1)
1(1)
1(1)
1(1)

[ 154 (0000009AH)] GroupO0 Length
[1.2.840.10008.5.1.4.8.1(Ultrasound Image
Storage)] Affected SOP Class UID
[8001H (C-STORE-RSP)] m@wand Field
[12 (000CH)] MessageBeing
Responded To
[0101H (No Data SeRiissent)] Data Set Type
[45056 (BOOOH)] Status
[set StudyID to <nu]l> Error Comment
[1.2.840.146759.7.118064606707.0.66.4]
Affected SOP Instance UID



