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1 OVERVIEW

1.1 Intended Audience and User

The reader of this document is concerned with DIC@bHuct service and DICOM
software source codes tracing and debugging.alsssimed that the reader of this
document is familiar with the DICOM v3.0 standard.

The obvious users of the software described inti@au are DICOM service man,
programmer and consultant.

1.2 Scope and Purpose

This document presents the DICOM Detective. It dbes how to use the supported
network protocol analyzers with the DICOM Detectitealso describes the
installation and usage of the DICOM Detective agyss as a user’'s menu.

1.3 Terminology
Following Terms are used in this document.

ASCII American Standard Code for Information Inteange.
ACSE Association Control Service Element.
AE Application Entity.

C-ECHO The C-ECHO service is invoked by a DIMSEv&es-user to verify
end-to-end communications with a peer DIMSE-seruser. It is a
confirmed service.

C-MOVE  The C-MOVE service is used by a DIMSE-seevuser to match a set
of Attributes against the Attributes of a set ofngmsite SOP Instances
maintained by a peer DIMSE-service-user, and netradl composite
SOP Instances which match. It triggers one or MB&TORE sub-
operations on a separate Association. It is a ooefil service.

C-STORE The C-STORE service is used by a DIMSEisemrser to store a
composite SOP Instance on a peer DIMSE-service-lissra
confirmed service.

CT Computerized Tomography.

Data A unit of information as defined by a single entnythe data dictionary.

element An encoded Information Object Definition (I0D) Atiute that is
composed of, at a minimum, three fields: a Datarielet Tag, a Value
Length, and a Value Field. For some specific TranSfyntaxes, a Data
Element also contains a VR Field where the Valugr&sentation of
that Data Element is specified explicitly.

DICOM Digital Imaging and Communications in Mediein
DIMSE DICOM Message Service Element.
DVT DICOM Validation Tool.

GB18030  GB18030 is the registered Internet naméhfopfficial character set of
the People's Republic of China (PRC) superseding3@B. This
character set is formally called "Chinese Natidst@ndard GB 18030-
2000: Information Technology -- Chinese ideograwded character
set for information interchange -- Extension fog thasic set".

GB2312 GB2312 is the registered internet name fayeofficial character set of
the People's Republic of China, used for simplifé¥dnese characters.
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GB abbreviates Guojia Biaozhun, which means natistaadard in
Chinese.
IP Internet Protocol.
ISO The International Organization for Standardaa{Organisation

internationale de normalisation), widely known 88| is an
international standard-setting body composed afesgntatives from
various national standards organizations.

JIS JIS encoding refers to several Japanese lnauStandards (JIS X
0201, JIS X 0208, JIS X 0213 and JIS X 0202) faroeling the
Japanese language.

MDI Multi-Document Interface.

PDU Protocol Data Unit.

PDV Presentation Data Values.

SCP Service Class Provider. We deem that SCP mpjblecation that
accepts the communication.

SCU Service Class User. We deem that SCU is thiecappn that initializes

the communication.
Shift-JIS Shift-JIS is a character encoding foriapanese language originally
developed by a Japanese company called ASCII Catiparin
conjunction with Microsoft and standardized as 18208 Appendix 1.
SOP Service-Object Pair.

uiD Unique Identifier.

UTF-8 Unicode Transformation Format — 8.
VM Value Multiplicity.

VR Value Representation.

2 SYSTEM REQUIREMENTS

Following system requirement is required to insiaki use DICOM Detective.

Category Requirement

Operation  Microsoft Windows 95, 98 or Microsoft Windows NT2W'XP/2003/Vista
System

One of following network analyzers is required & the input for the DICOM
Detective.

Category Requirement

Network One of the following:
Analyzer * NetXRayw 2.5 or greater (e.g. Sniffer Ryal.5)
» Distinct Network Monito® 4.2 or greater (use *.dnm files)
(http://www.distinct.com)
* Shomiti Surveyo® 2.4 or greater, snoop file format
(http://www.shomiti.com
* Ethereab 0.9.15 or greateh(tp://www.ethereal.con/
* WireSharke 0.99.6 or greater (http://www.wireshark.org)
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3 INSTALLATION

You must have the administrator privileges to ithskee DICOM Detective. Run the
setup.exe (install.exe for trial version) to instaé DICOM Detective. Figure 1 to
Figure 7 illustrate steps for the DICOM Detectiuastallation.

During installation, user should enter authorizedriname, company name and
product ID.Without authorized product ID, the installer would not proceed and
no warning is given.Ask service@dicomtool.corfor authorized product ID.

Although user can make many selections, basicadiigtwser needs to do is only click
“Next” button and “Finish” button.

5 DICON Detective Setup o =] S

Welcome to the DICOM Detective
Installation Wizard

It iz strongly recormmended that you exit all Windows programs
befare running this setup program,

Click Caricel ta quit the setup program, then claze any programs
you have running. Click Mest to continue the inztallation,

wARMING: This program iz protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of thiz prograr, or any
portion of it, may result in gevere civil and criminal penaliies, and
will be prozecuted to the masimum extent pozsible under lav,

< Banle Cancel

Figure 1 Installation Step 1
01X

License Agreement
“You must agree with the license agreement below to proceed. . v
TN
HOTICE: =

DICOM Tool Ine. licenses the software to you only upon the condition that you
accept all of the terms contained in thisz license agreement. FPlease read the
terms carefully before continming installation, as pressing the “yez”™ button
will indicate your assent to them. If you do not agree to these terms,
pleaze prezs the “no” button to exit install as DICOM Tool iz unwilling to
licenze the zoftware to you, in which event wou should retwn the full
product with proof of purchaze to the dealer from whom it was acquired within

thirty days of purchase, and youwr money will be refunded.

LICEHSE AWD WARRANTY:

The software which accompanies thiz license (the "Software™) is the vrovertw LI

|| accept the license agreement
= | do not accept the license agreement

Fezet | < Back I Mext » I Cancel

wize Installation \wizard [R]

Figure 2 Installation Step 2
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Detective Setup

User Information

Enter the following information to personalize vour installation. nstaller will not proceed
without authorized user infarmation (no warning is given). Ask service®dicomtool.com
for authorized user information.

IYour Name

Read this
carefully

Organization:

Product D ‘YuurPdeudlD

The settings for this application can be installed for the current user or for all users that
share this computer. Y'ou must have administrator rights to install the settings for all
users. Install this application for:

* Anyone who uses this computer

© Onlyfor me (zyss)

“Wise Installation Wizard (R)

<Back | et > I Cancel

Figure 3 Installation Step 3

i'é‘l DICON Detective Setup

Destination Folder

Select a folder where the application will be installed.

The ‘wise Inztallation “wizard will ingtall the files for DICORM Detective in the following
folder.

Ta install into a different folder, click the Browse button, and select another folder.
You can choose not to install DICOM Detective by clicking Cancel to exit the ‘Wise
Installation Wizard.

C:\Program Files\DICOM Tools Browse |

" Destination Folder

“wize Installation ‘wizard [R]

< Back Cancel

Figure 4 Installation Step 4

& DICON Detective Setmp o ] 3

Select Installation Type
Select the desired installation type,

The most common application features will be installed. Thiz option
iz recommended for most users.

Al application features will be installed. T hiz option iz recommended
for the best perfformance.

Llze thiz option to choose which application features you want
inztalled and where they will be installed. Recommended far
advanced uzers.

@ I
DEOE

wize Installation \wizard [R)]

< Back I Mest > I Cancel

Figure 5 Installation Step 5
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Ready to Install the Application
Click Mest to begin installation,
N

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

wize Installation \wizard [R)]

Cancel

Figure 6 Installation Step 6

i DICON Detective Setup =10 =]

DICOM Detective has been
successfully installed.

Click the Finish button to exit this installation.

Earizel

< Back:

Figure 7 Installation Step 7

4 DICOM DETECTIVE USER’'S MANUAL

4.1 DICOM Detective Functionality Overview
The DICOM Detective works in conjunction with arf tife shelf network analyzer to
allow the ability to examine, simulate and debuggfEHCOM network communication.
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. Display DICOM Information With PDU | |
Network Analyzer i Detective : View and Service Element View :
[

To find problems of SCU peer |
I

SCP ||INI
Simulator !

SCU Peer

[

SCP Peer SCU Pee
Figure 8 DICOM Detective Usage
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Figure 8 shows the Usage of DICOM Detective. Usy#lfie service man gets the
network capture data (or sometimes called netwoifkes data)* onsite and send the
capture data to programmers or consultants foryaimg offsite.

Following is two main functions of the DICOM Detef that the user can use to
analyze the DICOM communication:

® The DICOM Detective takes network capture datgptured by a supported
network analyzer) or a DICOM filas input. It parses the DICOM information
from the inputted capture data or DICOM file andgants the information in a
readable format through the DICOM Detective ustsriace. This DICOM
information can then be used to find the problemthe DICOM communication.

® By using the capture data, the DICOM Detective @ao simulate DICOM
communication peers by simulating their input aotpat. It can reproduce the
DICOM communication by interacting with one of h6COM communication
peer. This means, after getting the capture dataiaimg the DICOM Detective
simulator, DICOM communication problems can be edprced without one of
the DICOM communication peers. This is helpful ppogrammers to trace and
debug their DICOM communication programs withoav#ling to locale.

DICOM Detective provides 4 views for a DICOM assicin.

4.1.1 PDU View

The PDU view gives a view of the PDUs used in thsoaiation. DICOM PDUs
include A-ASSOCIATE-RQ, A-ASSOCIATE-AC, A-ASSOCIATRJ, P-DATA-TF,
A-RELEASE-RQ, A-RELEASE-RP and A-ABORT. DICOM Detae shows the
details of these PDUs for both requesting applcaind accepting application using
a tree list in time sequence.

! Network capture data (or sometimes called netwaifter data) will be abbreviated as capture data i
the following context.
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4.1.2 Service Elements View

In the Service Elements view, the DICOM ACSEs (aggmn control service
elements) and DIMSEs (DICOM message service elespane shown in a treelist for
both the requesting application and accepting egfin in time sequence.

The ACSE message contains data controlling the aamuation. DICOM Detective
shows the details of the ACSE by a tree list.

Every DIMSE message contains a Command Set (withr@and Elements) and/or a
Data Set (with Data Elements). DICOM Detective shalstails of the DIMSE
message (includes Command/Data Elements) by tadiste

4.1.3 SCP Simulator

The SCP Simulator view is used to simulate the &4 to reproduce the DICOM
communication and helps to trace and debug SCUuptedThe DICOM Detective
can start a daemon to listen to the specific @t éntered by the user to simulate the
SCP peer. Users can use their own SCU productdoact with the DICOM
Detective SCP simulator as interacting with thé ogasite SCP product. After the
SCU peer initializes the communication, the DICOMté&xtive SCP simulator will
receive all packets sent from SCU peer and serkl degature packets that were
originally sent by the simulating SCP product tos@eer using DICOM
communication protocol. The receiving and sendmggd®mne in original time
sequence.

Using SCP Simulator, user can reproduce the prothatrhappened onsite and trace
and debug the SCU program without the on-site S@Bygt.

4.1.4 SCU simulator

The SCU Simulator view is used to simulate the $€&r to reproduce the DICOM
communication and helps to trace and debug SCRupt&dThe DICOM Detective
can start a DICOM connection to simulate the SCerpdsers can use their own
SCP product to interact with the DICOM DetectivelSs§imulator as interacting with
the real on-site SCU product. The DICOM Detecti¢dSsimulator can send all
capture packets that were originally sent by theutating SCU product to SCP peer
using DICOM communication protocol and receivedalla from SCP peer. The
receiving and sending are done in original timeusege.

Using SCU Simulator, the user can reproduce thklgno that happens online and
trace and debug the SCP program without the ors€itd product.

4.2 DICOM Detective User Interface
4.2.1 Menus and Toolbar
4.2.1.1 Open a Capture File#s
1. The “Open a Capture File” menu pops up an “Opei tlialog. User should
select a capture file and hit open.
2. User also can drag a capture file in windows exgsland drop it to DICOM
Detective.
3. Then a dialog will be popped up as Figure 9. Usay enter start and end
packet number. The packet number is 1 based regardf type of network
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protocol analyzer. Usually, user needs not tolsestart and end packet
number, The DICOM Detective will do it for the us#ris for the case that
user wants to avoid some bad packets of the cagaiee (The hint for
seeking a start packet of a DICOM communicationgisietwork protocol
analyzer is to seek the Calling and Called AE Sittethe packets just by
viewing the content of the binary packets. Forrtiest cases, the first packet
that contains the desired calling and called AEeSits the start packet.) The
option ofKeep disordered and duplicated packets is default checked, when
you get errors for opening a capture file, you rirgyto open the capture file
without checking this option.

Please select file il
— Capture File
Capture File: chomove.cap |
From |1 1o IT 78

(1 based packet number)

¥ Keep disordered and duplicated packets

< Back I MNexd » I Cancel |

Figure 9 Dialog for Setting Start and End Packets

4. After user clicks next button, a dialog will be peagl up as Figure 10. It
displays the available connections. User shoulg select DICOM
connections to be analyzed and click next. Non-CMC&nnection may
result in unexpected errors.

Please select connections X

— Caonnections

Flease only select DICOM connections you are to analyze(confirn with P and Por), select
the non-DICOM connection may cause unexpected result.

<—> [192.168.1.152 | 104 (acr-nema)
«—>» 192681051 2237 (cisco-auxtyiep..

<Back I Finish | Cancel

Figure 10 Dialog for Selecting Connection
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5. After user clicks finish button, the DICOM Detedaimay popup error
messages for bad connections (like Figure 11),usedcan choose OK to
continue or Cancel to stop analyzing the file.

B=TE

Ads50CIateRQ can not be read, - start pack nurmber: 3, end pack number: 3, :I
Unexpected POU Item type Ox00.

Unexpected PDU Ttem type Ox00,

Unexpected POU Item type Ox00.

Unexpected PDU Ttem type Ox00,

unkrown item: 1 for AdssociateRQ, ignore 16842684 bytes of AdssociateRQ

Adss0CIateRQ can not be read, - start pack number: 11, end pack number 1367. /B8

Error occurs while extracting PDUsE

Cancel ‘

Figure 11 Error message dialog

6. After user clicks finish button fdPlease select connections dialog and/or OK
button for error message dialog, A MDI window conitag 4 views will be
opened for each DICOM connection. Details of 4 \@ewll be described in
section 4.2.2

4.2.1.2 Open a Dicom Fildd

After user selects “Open a Dicom File” menu, th€ DM Detective will popup an
“Open file” dialog, User should select a DICOM fdad hit open. Then, the DICOM
Detective will open a MDI window to show all the@DM elements inside the
DICOM file using a tree list.

4.2.1.3 Close
Close all the MDI windows for the current activatspture file.

4.2.1.4 Export Data™

This function is used for DICOM experts to comptssEr own communication data
for simulation. DICOM experts can export the orglinommunication data of the
current connection into files in a directory. Theperted data is pure DICOM
communication data. It contains no redundant paskapping data made by network
analyzer. DICOM experts can modify the binary filesompose new communication
data. Then DICOM Detective can import the compasedmunication data and do
simulation.

User can export the real captured communicatioa i files in a directory. A file
may contain one or more capture packets. Filesameed by following convention:

PPPPPPPPPP_XXX.XXX.XXX.XXX__port



DICOML
Tool Manual of the DICOM Detective

where:

® pppppppppp is the 1000 times of packet numberefitht packet in the file. The
packet number is 1 based regardless of type ai¢heork analyzer.

® XXX.XXX.XXX.XXX IS the destination IP address oflets.

® port is the destination port of packets.

After user selects “Export Data” menu, the DICOMé&xtive will popup an “Open
folder” dialog, user should enter a directory nand hit open. Then, the DICOM
Detective will create a directory and export thenocounication data into files in the
directory. Always export connections to different directoriesimporting 2
connections in one directory may result in wrong aalysis.

User can modify the exported binary files using angilable tools.

4215 Import Data™
The modified exported data can be imported intdil@OM Detective as a capture
file.

After user selects “Import Data” menu, the DICOMi@&sive will popup an “Open
folder” dialog, user should select a directory &itcbperi. Then, the DICOM

Detective will import the communication data an@o@ MDI window containing 4
views. User can do analysis and simulation usiegrtiported data as what he can do

for a capture file.
]

— General setting
DICOM Dictionany: IC ‘\Frogram Files\DICOM Tool\DICOM Detective\DCMDic.

Part Warme Dictionany: IC'\Prngram FilesiDICOM Tool\DICOM Detective,Portham

DICOM Image Viewer IC ‘\Program Files{HUGYOsiris Version 4.144Osiris.exe

DICOM SR Viewer IC:\Program Files\DICOM Tool\ SR Browser,SRBrowseEn

DT SOP Definition: IC:\Pngram Files\DICOM Tool\DICOM Detective\\DVTSO

¥ “erity DICOM Tag, ¥R, Wi and Yalue Length ¥ Auto Encoding

— Sirnulator Setting

SCP Default Port: {104 SCPime out: |1 000 MS.  SCU fime out: |1 000 MS.
General Estimated Reaction Time: [1000 WS

Ok | Cancel |

Figure 12 Option Dialog

4.2.1.6 Option
User can change DICOM Detective settings by cligki@ption” menu. Figure 12
shows the option settings.

2 Export data is managed by files in a directorylyGrackets related to the current activated
connection is exported. Packets that are sentired@ontinuously will be combined into one file.

% You must make sure that all files in the directarg exported by DICOM Detective. Otherwise, it
might cause problem.

10
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® DICOM Dictionary: The path of the DICOM dictionary file. The systelefault
DICOM dictionary file is DCMDict.txt.

® Port Name Dictionary: The path of port name dictionary file. The system
default port name dictionary file is PortName.txt.

® DICOM Image Viewer: The path of DICOM image viewer executable file. It
can be any DICOM image viewer that can take DIC@Mge file path as the
first parameter to open the DICOM image file. THEDM image viewer will be
lunched to open the image while user clickskisi@utton in the service element
view.

® DICOM SR Viewer: The path of DICOM Structure Report viewer execlgab
file. It can be any DICOM Structure Report vieweattcan take DICOM SR file
path as the first parameter to open the DICOM &R Tihe DICOM SR viewer
will be lunched to open the structure report whiger clicks thé&H button in the
service element view.

® DVT SOP Definition: The file path of DICOM SOP class to DVT definition
map. It is used for generating DVT scripts. Theeysdefault file is
DVTSOP.txt.

® Verify DICOM Tag, VR, VM and Value Length: Check this if you want
DICOM Detective to verify whether all the DICOM TagR, VM and Value
Length are following the DICOM standard. Unchedk tio save analysis time.
The default is checked.

® Auto Encoding: Check this if you what DICOM Detective to transl@be
special characters in the file to you local chaecaccording to the Special
Character Set (0008, 0005).

® SCP Default Port: It is the default listening port of the SCP simatadaemon.
® SCP Timeout: It is timeout for connection while performing S&imulation.
® SCU Timeout: It is timeout for connection while performing SGunulation.

® General Estimated Reaction Timelt is an assumed time span between the
communication actions of the opposite peer. (DICD&fective assumes that,
after the DICOM Detective simulator sends a DICOMssage to the opposite
peer, it will take the assumed time for the op@opger to response.)

4217 ReportZl

After user selects “Report” menu, the DICOM Deteetwill popup a “Save as”
dialog, user should enter a file name and hit séken, the DICOM Detective will
generate a report for the current active view awe st to the file. A sample report
file is present in Appendixes.

11
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4.2.1.8 Export DVT Script &

After user selects “Export DVT Script” menu, thed@M Detective will popup a
“Select Folder” dialog, user should enter a foldame and hit open (if it is a no
existing folder, please answer yes to create tliefp Then, the DICOM Detective
will generate DVT Scripts to the folder for the m@nt active view. To use the
generated scripts, user have to create a DVT prbje@and a DVT session file and
include all generated scripts to the session file.

4.2.1.9 Export MergeDPM User Infoll"!

After user selects “Export MergeDPM User Info” methe DICOM Detective will
popup a “Save as” dialog, user should enter anfilme and hit save. Then, the
DICOM Detective will generate a MergeDPM compatibleer Info for the current
active view and save it to the file.

4.2.1.10 Encoding

The encoding function is for the DICOM communicatibat uses special character
sets. It only applicable to elements with type Bif (Short String), LO (Long String),
ST (Short Text), LT (Long Text), PN (Person Nameld (Unlimited Text).

® Reset
By default, the system will not use any encodingina@ism. It just uses windows
default encoding mechanism. Use “Reset” to sel@atiows default encoding.

® Unicode (UTF-8)
This function is used to display Unicode (UTF-8¢sjal characters.

® ASCII
This function forces the DICOM Detective to dispkpecial character sets by
DICOM specified ASCII way.

® Japanese (JIS)
This function is used to display Japanese (JISjiapeharacters.

® Japanese (Shift-JIS)
This function is used to display Japanese (Sh#)-3pecial characters.

® Chinese Simplified (GB2312)
This function is used to display Chinese Simplif{@&B2312) special characters.

® Chinese Simplified (GB18030)
This function is used to display Chinese Simplif{@&B18030) special characters.

® Korean (iso-ir-149)
This function is used to display Korean (iso-ir-14@ecial characters.

® \Western Europe (ISO) (iso-ir-100)

This function is used to display Western Europ®{iI8so-ir-100) special
characters.
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4.2.1.11 Find and Find Next
Fina x|
—Find Element Eind Mext I
@ Bytag: |nunum1n v[ By name:| =
Close
Yalue: | j 4|

—Find Any Text
By text: I j

[~ Match case
I~ Match whale word

Figure 13 Find Dialog

User can find DICOM data element in the Servicentelet view and DICOM File
view by entering the element tag/name and valwseasch criteria in the Find dialog
showed in Figure 13. User can also find any tespldiyed in the Service Element
view and DICOM File view. Besides using menu, fdidlog can also be started by
the accelerate key Ctrl+F, and user can contineasélarch by the accelerate key F3.

4.2.1.12 Find DICOM Files
x

User wildcard {*,7) to filker out non-DICOM files, non-DICOM Files may cause unexpected result,

Look in IF:'l,capFiIel,export'lsr'l,*.dcm |
— Criteria
Search I
Mame | Tag | Yalue |
Patient's Mame | 00100010 Caneel |
Modality 00030060 SR
Close |
™ Match case
Tag | 00080060 C5 Medalty | I Match whole word

Tag format: ggggeeee. e.q. 00100010, x is wildcard.

Yalue ISR Add |Update Deletel

Use \ ta seperate mutiple criteria, ~ to specify range. e.g. 20070225~20080225\20080506 For
(0018, 1200} Date of Last Calibration that has VR of DA and Yalue Multiplicity of 1-n,

~Resul
o]
File | Patient's Mame | IModalit: - &I
F:'icapfilelexportisrireport0l . dem OstermanPhillip™E. SR
Fricapfilelexpartisrirepart02, dom Osterman~Fhilip B. SR — Open Image |
F:Ycapfilelexportisrireportls. dem Silverman~Elaine 1. SR
F:'capfilelexportisrireport0d,dem Mars™Yerna Marie"de SR Open SR |
F:'capfilelexportsrireport0S, dem Silverman~Elaine 1. SR
F:Ycapfilelexportsrireport0d. dem Smith-~Harold SR "
F:IranFi\ﬁ'lﬁxnnrH:r\rﬁnnrHﬂ.drm ialz Inhn R SR | hd To Clipboard |
4 4
Found
Tag | 00080060 ©5 Modality =l —
Tag format: ggggeeee, e.q. 00100010, ¥ is wildcard. Delete Columnl &dd Column I inOls

1 filegs) is{are) selected now,

Figure 14 Search DICOM Files Dialog

User can find DICOM files under a directory andsits-directory. Figure 14 is the

Search DICOM files dialog.

® Enter the directory or file specification with wdard (*, ?) to be searched in the
“Look in”. The _-| button helps to locate the directory. Try to usieleard (*, ?)
to filter out no DICOM files.

® User may add/update/delete search criteria by gnoyiDICOM tag and value.
The criteria are in the relationship of the “AND”.

® No value element criteria would test if the DICOIi\& ftontains the element.

® Use backslash to separate multiple criteria vadtug. For Image Type
(0008,0008), criteria “ORIGINAL\PRIMARY” means t@arch DICOM files

13
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that contains element Image Type (0008,0008) tastalues include string
ORIGINAL and string PRIMARY .

® The multiple criteria for an element are in thetieinship of the “AND”.

® Use “~" to specify range matching. “x~" means >%xx” means <=x, “X~y”
means between x and y. Range matching applies it@DS-L, FD, IS, SL, SS,
TM, UL and US. Use range matching for FL and F@2void mismatch. Below
table shows matching support for different VR.

VR Value Matching Range Matching

AE  String Matching, backslash for multipleNot support
criteria.

AS  String Matching, backslash for multipleNot support
criteria.

AT Formatis ggggeeee, e.g. 00100010, Not support
backslash for multiple criteria.

CcS String Matching, backslash for multipleNot support

criteria.
DA  String Matching, backslash for multiplee.g 2007~20080930 means from
criteria. 2007/01/01 to 2008/09/30. ~200805

means less then 2008/05/01.
DS String Matching, backslash for multiplee.g. —1~1 means between -1 and 1.

criteria. ~1.2e2 means less then or equal to
1.2e2.
DT  String Matching, backslash for multiplee.g 2007~20080930112230 means
criteria. from 2007/01/01 to 2008/09/30

11:22:30. ~200805 means less then
2008/05/01 00::00::00.
FL  Float value matching, backslash for e.g. 1.3415926~1.3415972, 1.34~,

multiple criteria. ~-1.02€8...
FD  Double float value matching, backslashe.g. 1.3415926~1.3415972, 1.34~,
for multiple criteria. ~-1.02€8...
IS  String Matching, backslash for multiplee.g. 1~20, -3~, 20~
criteria.
LO  String Matching, backslash for multipleNot support
criteria.

LT  String Matching, backslash is deemed Not support
as part of the criteria.

OB Not support (No value means to test if Not support
the element exists)

OF Not support (No value means to test if Not support
the element exists)

ow Not support (No value means to test if Not support
the element exists)

PN String Matching, backslash for multipleNot support
criteria.

SH  String Matching, backslash for multipleNot support
criteria.

SL  Signed long value matching, backslashe.g. -1~10, 2~, ~-15...
for multiple criteria.

SQ Not support Not support
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SS  Signed short value matching, backslaske.g. -1~10, 2~, ~-15...
for multiple criteria.
ST String Matching, backslash is deemed Not support
as part of the criteria.
T™  String Matching, backslash for multiplee.g 112233~154456 means from
criteria. 11:22:33 to 15:44:56. ~1540 means
less then 15:40:00.
ul String Matching, backslash for multipleNot support
criteria.
UL  Unsigned long value matching, e.g. 1~10, 2~, ~15...
backslash for multiple criteria.
UN  Not support Not support
US Unsigned short value matching, e.g. 1~10, 2~, ~15...
backslash for multiple criteria.
UT String Matching, backslash is deemed Not support
as part of the criteria.
® The “Search” button executes the search actiorer thln cancel the search by

4.2
4.2

“Cancel” button.

Result list displays the files searched. Useragihcolumn to the list by
providing the DICOM tag that user wants to display.

The “Open” button opens files selected in the tdgtlusing DICOM file view.
The “Open Image” button opens files selected inréseilt list using DICOM
image viewer.

The “Open SR” button opens files selected in tisailtdist using DICOM SR
viewer.

The “To Clipboard” button copies the selected itemthe result list to the
clipboard.

User can add columns to the result list. It wiiglay the first element that has
same tag with the column.

Type tag or name in the “Tag” dropdown box wousd &ll elements matched to
the word typed.

X and x are deemed as wildcards for tag. x cansked for criteria, e.g. 60xx0010.

.2 Detail of 4 views
.2.1 PDU View

Figure 15 is a sample of PDU view. PDU view lisBUPdetails with a tree list.

Notes:

* [P and port of communication peers are showedarstatus bar.

* The arrows in the “Direction” column present théaddirection. E.g., for
Figure 15, Right (Green) arrow indicates that tamadvas sent from
192.168.0.150:32882 to 192.168.0.230:1024.

* Error column displays analysis errors, DICOM veffgirnings and errors.

* For user’s convenience, the number is displaydabth decimal and hex
format.

« For long hex data, user can click “--2button to open a hex view to display
the full hex data. User can also save the hextdaddile. Figure 16 is a
sample of the hex data view.
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« For long text data, user can click t---bbutton to open a text view to display
the full text data. Figure 17 is a sample of teatadview.

« The binary content of PDU is displayed in the coht®lumn, click the.-:
button to open a hex view to display the full bindata.

» Packet number and time is displayed for every Pthe following format:

XX: SSSSSS.SSSSSS — Yy tttttt. tttttt

Wheré"

xX iIs start packet number of the PDU;
Ssssss.ssssissstart time of the PDU;
yy is end packet number of the PDU,
tttttt.tttttt  is end time of the PDU.

* DICOM Detective defines the first packet numbeflasd the first packet time as 0.
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DICOMDetective - [F:capfile} 1012.cap:4] 10| x|
FiletF) Data(D) Tools(T) Windows(w) Heln(H) =181 x]

=8 LG SN RIEs

RO | Service elementl Simulatar-SCL I Simulatnr-SEF’I

Cantent Direction

|

[#-User Infamation

= P-DATA-TF (102: 187,169900 - 102: 1,., 040000000055000000540003000000000400000046000000000 J
~PDU Type 4{4H])
~Reserved aa
~PDU Length BE(55H)

=) Presentation Data Yalue Ikems(Tat..,
[=- Presentation Data Yalue 13

F\-H_n 1 187.151664 - .., 0100000 001000043 HeX V|eW
= A-ASSOCIATE-AC (990 1587,151925 - ., 0200000001 76000100004349535343502020202020202020202¢ ..
. PDU Type 2(zH) T g Buttor
~Reserved ag L]
. -PDU Length 374(176H) ==
~Prokocol Version 1(1H) i
~Reserved 0oog G
Called AE Titls HISSCP =
- Calling AE Title CCWONE ==
~Reserved EIEIIJDDEIEIEIDDDEIEIEIIJDDEIEIEIDDDEIEIEIDDDEIEIEIDDDDDDDDDDDDDDDDDDDE£| gt 1.
[#-Application Context L=
[=]-Presentation Context AC(Tatal:a) =
E--Presentation Context AC 1 acceptanceVerification SOP Class ; Implicit YR Little Endian: Def ...| ==
o Tkem Type 33(Z1H) =
Reserved ula] G
Item Length 75(19H) =
Presentation Context ID 1(1H) i
Reserved ul] G
Result Reason QlaH) i
Reserved ul] G
Transfer synkax 0 =
" Ttem Type BHA0H) =
- Reserved on =
“-Ttem Length 17(11H) —
‘. Transfer Syntax Mame  1,2.840.10008,1.2 (Implicit YR, Little Endian: Defaulk Transfer Sy ... | g=
[* Presentation Conbext AC 3 abstract-syntax-not-supported (provider rejection}{Detached Pa...| 4=
[+ Presentation Context AC S ahstract-syntax-not-supported {provider rejection}{Detached Vis .| 4=
[ Presentation Context AC 7 ahstract-syntax-nok-supparted (provider rejection)(Detached 5t .| $==
[#]- Presentation Context AC 9 abstract-syntax-not-supported (provider rejection)(Detached Re ... | 4=
[+ Presentation Context AC 11 ahstract-syntax-nok-supparted (provider rejection)(Detached In ... | 4=
[+ Presentation Context AC 13 acceptance(Modality Worklist Information Model — FING ; Implicit ... | $==
[+ Presentation Context AC 15 ahstract-syntax-nok-supparted (provider rejection}{Skudy Camp .7
e
E =
=
=
=
=
=
=

i Tkem Length BH(54H)
- Presentation Conkext ID 13(DH) -
- Messane Header 3 {Command Set,Last Fragment) Hex View
‘. Command Data Set 000000000400000046000000000002001 600000031 2E322E3534 .. ; Buttor
[+ P-DATA-TF (104 187285913 - 104; 1., 04000000000E0000000ADD0ZFEFFDDEOOOOO0000 Mo enaough i
E-F\-RELEASE-RQ (160; 196,938052 - 16.,. 05000000000400000000
. PDU Type S{5H)
~Reserved aa
-PDU Length 4{4H)
. eReserved 00000000
E'-Q-RELEASE-RP (161: 196933174 - 16,.. 06000000000+00000000 I x
1 PI
B} TP Address:  [192.168.0,150 [Port: (37552 [gemm—— [iE] [P Address:  [192.166.0.230 [Port: [inz4 | 2

Figure 15 Sample of PDU View
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o =] Y
oooooooQ 00 00 00 00 04 00 00 00 35 00 00 00 00 00 02 00 c.oe.euns Gevennnn
0ooooolo 12 00 00 0o 31 2E 32 2ZE 35 34 30 ZE 31 30 30 30 ....1.2.840.1000
ooooooZ0 38 ZE 31 ZE 31 00 00 00 00 0l 02 00 oo o0 30 00 5.1.1.........0.
ooooooso 00 00 10 01 02 00 00 00 25 00 00 00 00 08 02 00 c.oeeeuns Feeanann
ooooooan 00 0o 01 o0l

Exit | Save |
Figure 16 Hex Data View

8 AscDisplay -0l x|
abztract-syntax-not-supported (provider rejection][Detached Patient Management SOP Class ; Implicit VR Little ﬂ
Endiar: Default Transfer Spntax for DICOM)

e

Figure 17 Text Data View

4.2.2.2 Service Element View
Figure 19, Figure 20 and Figure 21 are samplesmvice element view.

Notes:

» Error column displays analysis errors, DICOM vefifgrnings and errors.

» Packet number and time is displayed for every sergilement, format is same
as what in PDU view.

* Values are displayed in the content column justdeeihie DICOM tag.

* In different cases of DICOM communication (e.qg. leeigimplicit VR
transfer syntax), a data element may have a VRoimDICOM Detective,
The VR is displayed only when the data elementehdR. The VR is
displayed in following format:

XX(YY)

Where XX is from the capture data; YY is DICOM awefd VR, it is from the
dictionary.

* VM is displayed in the following format:
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M(N)

Where M is the real number of values; N is DICOMimed VM, it is from

the dictionary.

* When an element has undefined length (OxFFFFFRER)] be displayed
with the actual length as Figure 18 demonstrated.

- (6000, 3000) Cerlay Data
EJ- (7FED, D010) Pixel Data

CM(OE)
DB

DDDDDDDDDDDEIEIEIElEIEIEIDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDE‘j

4294957 295(FFFFFFFFH] Undefined Length (Actual Length: +4906(AFEA

11413

-- Frarme Item

B IR

Figure 18 Undefined length display

DICOMDetective - [G:4 capfile’,L 8958164 _rw.dnm] = IEII_&I
FilelFl DatalDd Tools(T) WWindowsd) HelpiH) & |E |1|
|G| ™ = a2
POU  Service slement | SimulstorSCU | Simulstor 5P |
L= I WA i Content I Direction I Eror I
- B-A5S0OCIATE-RG (11: 7.167000 - 11: 7,167000) DIDDDDDDUDFIDDDIDD_A = ;I
-A5SOCIATE-AC (12: 7.181000 - 12: 7.131000) DZDDDDDDUDBISDDDIDD.Q A—
-GET-R (13 7.182000 - 15: 7.342000) Basic Grayscals Print ... =2
-GET-RSP (16: 7.351000 - 18: 7.531000) Biasic Grayscale Prink I‘\"_i = [Tag {1001, 0010 ...
-CREATE-RGQ (20 8,279000 - 22: 8.443000) Basic Grayscals Print ... =2
-CREATE-RSP (23 8467000 - 25; &, 624000) Biasic Grayscale Print l‘\’_i A—
-CREATE-RC (26 8.626000 - 28! 8. 744000} Basic Grayscale Prink NJ' =
-CREATE-RUSP (29: 8, 772000 - 32: 8 773000) Biasic Grayscale Print I"fJ —
[=-M-SET-RQ {33 8.774000 - 358: 9.144000) Basic Grayscale Prink I‘\"_i =
: [+J Command Setitotal:a) 7
(=) Data Set{tokal:3) =
+- (2020, 0010) Image Box Position Usius) 1 (D001H) =
(2020, 0020} Polarity CaCS) MORMAL =
- {2020, 0110) Basic Grayscale Image Sequence SS90 ==
W Length 307310{4B06EH) =
LR S0Q(50) =3
M 11 =
[=) Sequence of Ikems =1
&) (FFFE, E0O0) Item ¥ =
‘- Length 307302(4B066H) =p
4 11} =D
-Seguence Ikem =
L+J (0028, 0002} Samples per Pixel Usius) 1 (D00O1H) [-—"]
E (0025, 0004) Photometric Interpretation  CS(CS) MOMNOCHROMEZ =
B {0028, 0010) Rows LIS(US) 430 (01E0H) =
- Length 2(zH) —)
¥R LUsiUs) =
LM 11 =
L ¥alue 430 (01E0H) =p
[#- (0028, 0011) Columns Usius) 640 (0250H) =
[#- (0028, 0100 Eits Allacated LIS(USy & (0008H) =3
(- (0028, 0101) Eits Skared LS{US) & (0008H) =
(- {0028, 0102} High Bit Us{us) 7 {0007H) = DICOM im age
[#- {0028, 0103) Pixel Reprasentation Usiusy 0 (0000H) == .
£ : ; iewer buttol
307200(4B000H) =
OW{OWIOR) —r .
: 1(111) DICOM image
- Value ZE1515151515151515 ... | =2 iewer buttol

-SET-RSP (359 9.218000 - 361: 9.350000)
-SET-RAG (362 9,390000 - 633! 9,545000)
-SET-RSP (694 9.633000 - 696: 9.827000)
-SET-RAG (637 9.828000 - 1025: 10.046000)
-SET-RSP (1026: 10, 166000 - 1028 10,374000)
-SET-RG (1029: 10.375000 - 1355: 10,757000)
-SET-RSF (1356: 10,828000 - 1358 11.030000)
-SET-RG (1359: 11.031000 - 1683: 11.261000)

Basic Grayscals Print I, | §e==
Basic Grayscale Print I¥,..| =2
Basic Grayscale Print I, | 4=
Basic Grayscale Print 1. | =2
Basic Grayscale Print 1/, | e
Basic Grayscale Print ¥, | =2
Basic Grayscale Print IV, | 4=
Basic Grayscale Print ¥ ,,.| =2

Figure 19 Sample 1 of Service Element View
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DICOMDetective - [F:\ capfile} EFIML.cap] =10l x|
FlefE) Data(D) Tools(T) Windows(W) Help(H) =121 %]
(=0 LN - RER

FDU  Service clement | SimulatorSEL | SimulatorSCF |

Item I Content Direction I Error I
-- A-ASSOCIATE-RG (4: 0.000512 - 5: 0... 0100000005400001000041 455F544 9544C4520202020202020206C 7820607 ... |
-- A-ASSOCIATE-AC (7: 0.120228 - 19: 0., 020000000:33F0001000041 455F5449544C4520202020202020206C7820607 ... |

[ Data Set{total:302)

=
- C-STORE-RG(21: 0,133084 - 1721 0.... MR Image Storage ; Inplicit YR Little Endian: Defaulk Transfer Synkax For DIC || =2 [Tag (0009, OF .
B Cormmand Seb(totalig) = D ICOM |mag€
= iewer buttol

#- C-STORE-RSP (175: 0.154831 - 175: 0.. MR Image Storage ; Implicit VR Little Endian: Default Transfer Synkax for DIC

t- C-STORE-RQ (176: 0.159489 - 326: 0... MR Image Storage ; Implicit VR Little Endian: Default Transfer Synkax for DIC ...

#]- C-STORE-RSP (330: 0,303958 - 330: 0., MR Image Storage ; Implicit VR Little Endian: Default Transfer Synkax for DIC ...

H- C-STORE-RSP (484: 0.398733 - 454: 0.. MR Image Storage ; Implicit VR Little Endian: Default Transfer Syntax for DIC ..,

[
[
[
[H- C-5TORE-RQ {331: 0,308412 - 432: 0., MR Image Storage ; Implicit ¥R Little Endian: Default Transfer Synkax for DIC ...
[
[
[

—
H- A-RELEASE-RG (485: 0399020 - 485:, .. 05000000000400000000 =
+- A-RELEASE-RP {486: 0.470720 - 486: ... 06000000000400000000 —

buttor

3

| By 1P Address: [192.168.8.2 Port: 1040 |gesmmmy [E] [IP Address:  [192,168.8.32 Port: [104 | Y

Figure 20 Sample 2 of Service Element View

* When a data set contains a pixel data element (/0ED), clis button will
be attached to the data set and the pixel dateeaketdser can click the button
to start the DICOM image viewer to view the imagatained in the data set.
This is special convenient for user to see whagesare sent for DICOM
storage and DICOM print.

DICOMDetective - [F:Y capfile’, srreal.cap:2] =18lx]
B File(F) Data(D) Tools(T) Windows(W) Help(H) ==l x|
IR 1HE:

FDU  Service clement | SimulatorSCU | SimulatorSCF |

| I Cantent Direction I Errc
ATE-R.C g ) 0100000000FF000100004 5404 147455F5: 552 .. | = R
0200000000BE0001 000043404 147455F 5345525 64552202020204 .| 4= SR viewer
TORE-RG (6394 13.603077 - 6453: 13.619325) Comprehensive SR ; Explicit YR Little Endian = tt
Command Set{total:7) uttor
[H- Daka Set(tatal:39) [Tag
-STORE-RSP (B456: 21.4215814 - 6458! 21.582961) Comprehensive SR Explicit ¥R Little Endian
+]- A-RELEASE-RQ (6459: 21.599364 - 6459 21.5993064) 05000000000400000000 =1
[+- A-RELEASE-RP (6460: 21.635011 - 6462; 21.801716) 06000000000400000000 = Save Datase
button
g | o]
| By 1P Address: [192.168.8.2 Port:  [1040 | e [E] [P Address:  [192.165.8.32 Port: [104 | v

Figure 21 Data set contains SR

* When a data set contains a structure report (ligerg 21), &R button will be

attached to the data set. User can click the butteitart the DICOM structure

report viewer to view the structure report contdimethe data set. User can
set the SR viewer in the option dialog. Figure B@ves the SR viewer that
comes with the DICOM Detective.

» User can save a dataset to a file by CIicIEg)utton.
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Ereportl0_dcs — SRBrowseEng 18 x|
File Edit ¥iew Help
=& e
Exam Information H
Study Date: Study ID:
Accession Number: Referring Physicians Name:
Report Status
Completion Flag: PARTIAT Verification Flag: TTITVERTFIED
Report

Request . MET Knee

History . 16 year old with right knee pain after an infury playing basketball

Findings
Finding : The bony structures are intact and normally aligned. There 13 bruising of the medial femoral condyle with some mtrasubstance mjuty to the
medial collateral ligament. The lateral collateral ligament in intact. The antertor cruciate hgament 1s iregular and shightly lax suggesting a partial tear. It

does not appear to be completely torn. The postenor cruciate hgament 1s mtact. The suprapatellar tendons are normal

Finding : There is a tear of the posterier imb of the medial meniscus which communicates with the superior articular surface. The lateral meniscus is
intact. There is a Balcer's cyst and moderate joint effission.

Finding : Internal derangement of the right knee with marked infury and with partial tear of the ACL, there iz atear of the posterior limb of the medial
meniscus. There is a Baker's Cyst and joint effusion and intrasubstance injury to the medial collateral ligament.

Best illustration of finding : Image MR Inage Siorage (SOP Instance UID: =
2.16.840.1.113662.4. 870681 8060641 80601 0667, 2743 5067 85647 84060)

Current Requested Procedure Evidence

H
5 T

Figure 22 Sample of SR Viewer

4.2.2.3 Simulator-SCU View
Figure 23 is a sample of simulator-SCU view.

RI=E
FiIe(E) Dataly  Tools(T) Windows{w  HelpiH) 18] =l

. B2

FOU | Service element  Simulator-SCU |Simulat0l-SCP|

Connection target
’7 IP addless:l [1 2 Port: I 104 ¥ Synchrorize

Joint Connection

™ Jaint Connection I First Carnection Girowp: Order I_i8 Reset

Communication Packages Save

Received: I

Sent: | _|

Begin | Cantinue End

[=} 1P Address:  [192.168.0.150 [Port: [32861 |t——— [} [IF Address: 192,161

Figure 23 Sample of Simulator-SCU View

User should enter tH® addressandPort of the destination SCP that is about to be
tested. IP address and port may not be same with iwldisplayed in the status bar,
but the IP address must be the IP address of gtemdeon SCP and the port must be
what the destination SCP is listening to.
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Synchronizeis use to synchronize thié addressandPort, all connections with
Synchronizechecked in a connection group will have the s#haddressandPort.
Theconnection group will be introduced afterward.

If user enters the file path f@ommunication Packets Save AfReceived or/and
Sen), the received and/or sent packets during thelatoua will be saved to the
corresponding files (binary file). Often time, usan leave this field empty. It is for
users who want to know details of the network comication for the simulation.

User should cliclBBegin button to start simulation. If the simulation $sathe
progress barwill indicate the simulation progress amgtssage baunder the
progress bar will show simulation messages. Ifsthaulator pauses while simulation,
it is waiting for data from the other communicatjeer, user can clicRontinue
button to skip receiving the data and acceleraestimulationEnd button is used to
stop the simulation.

About connection group:

Simulation can be done by a single connectiongnoap of connections. User can
use controls idoint Connection group box to joint deferent connections (displayed
in deferent MDI windows) into one group. Then timadator will do simulation
sequentially for the grouped connections in thepad connection jointing. The
function of grouping connections is used to simriatCOM communications of
which that the time sequence is sensitive. E.gstdre images, some DICOM
implementation sends C-ECHO ahead of C-STORE tdyve network, and C-
ECHO and C-STORE are usually done in 2 differemiheztions. To simulate this,
user needs to joint these two connections intognaep, and then DICOM Detective
will do simulations continuously for user. (Do t68eECHO first, then C-STORE)

Following is the way to joint connections into gpsuand disjoint connections:

» User should check tHarst Connection check box to create a new connection
group and make the connection the first connectighe group.

» User should check thinint Connection check box to joint the connection
into the last created connection group.

* The group number and the connection order is dysplén the format of
“group:order”, where group is 0 base integer to distinguislfedént groups
and order is also 0 based integer to indicateithalation order. The
group:order will be displayed in format of “_:order” for staaldne
connection, where the underscore indicates thatdhaection has not been
grouped and therder just gives identification to the connection.

» User can uncheck tiimint Connectioncheck box to kick a connection and
the followed connections out of the group.

» User can uncheck tharst Connection check box or hiResetbutton to
delete the group.

» User can clickBegin button of any connection in a group to start satiahs
in the group.
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Figure 24 Example of Jointing Connection

Figure 24 is an example of how jointing connectiaasks.

First, user checked th&rst Connection check box in connection
“1012.cap:1” to make the connection group O anderthk “1012.cap:1” as
the first connection (Order 0) in group O;

Second, user checked thaint Connection check box in connection
“1012.cap:2” to joint the connection into connentgroup 0. The connection
“1012.cap:2” became the second connection (Order ddnnection group O.
Third, user checked tHéarst Connection check box in connection
“1012.cap:3” to make a new connection group (grbuand make the
connection “1012.cap:3” as the first connectiond@10) in group 1;

Forth, user checked tl#®int Connection check box in connection
“1012.cap:4” to joint the connection into connentgroup 1. The connection
“1012.cap:4” became the second connection (Order ddnnection group 1.
“1012.cap:5” is a standalone connection that isgnotiped, so the group is
displayed as underscore.

Then 2 groups of connections were made. For groifpuBer clicks Begin’
button of “1012.cap:1” or “1012.cap:2”, simulatell start simulation for
“1012.cap:1” first and then “1012.cap:2”. It is slan for group 1.
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e “1012.cap:5” is a standalone connection, user tiak tBegin’ button to start
this simulation.

4.2.2.4 Simulator-SCP View
DICOMDetective - [F:capfile’, 1012.cap:4] o ] 4|
File(F) DatalDi Tools(T) ‘Windows{w) HelpiH) ;[illl
=N LRt - L

PDU | Service elementl Simulator-SCL  Simulatar-SCP |

Connection Setting Fun SCU Proce: I
: I 104 : I : 'I .
’7 ot ’7 e | At the end of this process

Joint Connection

[ Juoirt Connection I™ First Connection Group:Order |_13 Reset

|' Communication Packages Save Az

Received: I

Sent: | _I

Stark Cantinue Stop

|Ey 1P Address: [192.168.0.150  [Fort: [32862 | gemmm— @ [P address:  [192.168. 4

Figure 25 Sample of Simulator-SCP View
Figure 25 is a sample of simulator-SCP view.

User should enterRort for the SCP simulator to listen to (The port iadyronized
for all connections in a group).

If user enters the file path f@ommunication Packets Save AfReceived or/and
Seni), the received and/or sent packets during simanatiill be saved to the
corresponding files (binary file). Often time, usan leave this field empty. It is for
users who want to know details of the network comication for the simulation.

User should cliclStart button to start simulation. If the simulation stathe

progress barwill indicate the simulation progress anessage baunder the
progress bar will show simulation messages. Ifsihaulator pauses while simulation,
it is waiting for data from the other communicatjeer, user can clicRontinue
button to skip receiving the data and acceleraesiimulation Stop button is used to
stop the simulation.

SCP simulator can start the SCU simulator duri@gSE&P simulation to simulate one
connection or a group of connections by udtugn SCU Procesgunction to
synchronize the SCP simulations and SCU simulatiérgs, for DICOM image

server implementations, after receiving a C-MOV@guest in a connection, a series of
C-STORE should be sent in another connection.ighddse, the DICOM image
server implementation will play the SCP role foMOVE and SCU role for C-
STORE.Run SCU Procesgunction is used to simulate this kind of implenagians.
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Figure 26 Run SCU Process

Figure 26 shows choices fBtun SCU Procesdunction. User can choose a
connection or a group of connections using Bedtip” combo box. The listed
connection groups or standalone connections are imdtie Simulator-SCU view,
they are not from the Simulator-SCP view. Grougisplayed in the format of
“group:_". The choice ofsynchroniz€ will synchronize the simulation of the
selected SCU connection(s) with the simulatiorhef¢urrent SCP connection (E.g. to
simulate DICOM retrieve service, this choice shdugdused). The choice ot the

end of this processwill make the SCP simulator start to simulate S@isinection(s)
at the end of this SCP simulation (E.g., to simreiICOM storage commitment, this
choice can be used).

About connection group:
» SCP simulator can also do simulation for a groupasinections. The way to
joint connections is same as the way describeddtian 4.2.2.3.
* All connections in a group can only have a saméfpothe SCP simulator to
listen to.
* The SCP simulator will do simulations for each aeetion in the group in the
sequence of connection jointing.

» User can combine SCP group simulation function wig/Run SCU Process
function to make complicated simulations.

Notice: During the simulation, do not close any widow of DICOM Detective.
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Appendix A: Examples of Simulator Function Usages

Case 1. Simulator SCU

Suppose that your DICOM archive server could notfion well with a third part
DICOM conforming CT in a customer’s site 1000 kilet@rs away. You could not
travel to the customer’s site in short time to sdive problem. Then a service man
there captured the DICOM communication by Sniffes 2.5 and sent you the
network capture file. You opened the capture filtnihe DICOM Detective and
checked the DICOM communication detail between Yol@OM archive server and
the third part CT. You found that the communicai®hke below.

The third part CT >> A- ASSOCIATE -RQ >> Your DICOM archive server
The third part CT << A-ASSOCIATE-AC << Your DICOM a rchive server
The third part CT >> C-STORE-RQ >> Your DICOM archi ve server

The third part CT << A-ABORT << Your DICOM archive server

You checked every communication detail using PD&wand Service Element View
and found that neither the third part CT nor yawhare server violated the DICOM
standard. But you do not know why you archive seseat back an “A-ABORT”
instead of a “C-STORE-RSP” after receiving a C-SEIRQ. Then you need to
debug your archive server software with the DICOBtdative.

To debug you archive server:

1. You should setup the network environment.

2. Choose the correct version of your archive sermdruse same settings with
what is used onsite

You should set break points and start you archevees with the debug mode,
then your archive server can listen to a certam po

Open the capture file came from the service mah thie DICOM Detective.
Select the correct connection and switch to theu&itar-SCU view.

Enter the IP address and port of your archive serve

Pressesl¥egin’ to start simulation.

w

No ok

Then the DICOM Detective simulator SCU begins tenact with your archive
server (The progress bare indicates the progresmassages are displayed in the
message bar). You archive server will stop at tealbpoint and you can trace and
debug you source codes.

Case 2. Simulator SCP

Suppose that your DICOM conforming CT could notdiion well with a third part
DICOM archive server in a customer’s site 1000rkikders away. You could not
travel to the customer’s site in short time to sdive problem. Then a service man
there captured the DICOM communication by Sniffey 2.5 and sent you the
network capture file. You opened the capture filtnvihe DICOM Detective and
checked the DICOM communication detail betweerthivel part DICOM archive
server and your CT. You found that the communiceisdike below.

® The importance to make the simulator works is yleat must use the same version software (also
same settings) to interact with the DICOM Detective
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Your CT >> A- ASSOCIATE -RQ >> The third part DICOM archive server
Your CT << A-ASSOCIATE-AC << The third part DICOM a rchive server
Your CT >> A-ABORT >> The third part DICOM archive server

You checked every communication detail using PD&wand Service Element View
and found that neither your CT nor the third pachave server violated the DICOM
standard. But you do not know why you CT sent afrABORT” instead of a “C-
STORE-RQ” after receiving an A-ASSOCIATE-AC sinte tthird part DICOM
archive server accepted the abstract syntax angférasyntax your CT proposed.
Then you need to debug your CT software with the @ Detective.

To debug you CT software:

1. Setup the network environment.

2. Open the capture file with the DICOM Detective.

3. Switch to the Simulator-SCP view.

4. Enter a port number

5. Press “start”, then the Simulator-SCP daemon c@nlito a certain port.

6. You should set break points and start your CT sarwuse same version and
same setting) with the debug mode.

7. Do exact operation sequence that was done in tteroer site to send image to
the DICOM Detective simulator SCP.

8. Then the DICOM Detective simulator SCP begins teract with your CT.

9. Your CT software will stop at the break point, y@an trace and debug you

source codes.

Case 3. Advanced Usage of Export and Import Functio

Suppose that your DICOM print server could not fiorcwell with a third part
DICOM conforming CT in a customer’s site 1000 kilet@rs away. You could not
travel to the customer’s site in short time to sdive problem. Then a service man
there captured the DICOM communication by Sniffey 25 and sent you the
network capture file. You opened the capture filtnvihe DICOM Detective and
checked the DICOM communication between your DIC@xit server and the third
part CT. You found that the communication is likedw.

The third part CT >> A-ASSOCIATE-RQ >> Your DICOM p rint server
The third part CT << A-ASSOCIATE-AC << Your DICOM p rint server
The third part CT >> N-GET-RQ >> Your DICOM print s erver

The third part CT << N-GET-RSP << Your DICOM print server

The third part CT >> N-CREATE-RQ >> Your DICOM prin t server
The third part CT << N- CREATE -RSP << Your DICOM p rint server
The third part CT >> N- CREATE -RQ >> Your DICOM pr int server
The third part CT << N- CREATE -RSP << Your DICOM p rint server
The third part CT >> N-SET-RQ >> Your DICOM print s erver

The third part CT << N-SET-RSP << Your DICOM print server

The third part CT >> N-ACTION-RQ >> Your DICOM prin t server
The third part CT << A-ABORT << Your DICOM print se rver

You checked every communication detail using PD&wand Service Element View
and found that neither the third part CT nor yotmtserver violated the DICOM
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standard. But you do not know why you print sesant back an “A-ABORT”
instead of a “N-ACTION-RSP” after receiving a N-A[LIN-RQ. Then you need to
debug your archive server software with the DICOBtdative.

Most cases, for DICOM print service, The Referen8@P Instance UID (0008,1155)
inside Referenced Film Session Sequence (2010,@s@0)he Referenced SOP
Instance UID (0008,1155) inside Referenced Image 8squence (2010,0510) are
dynamically created in print server, so these tviibdfixed in the capture data would
not fit for simulation of the DICOM print SCU pe&o, you need to make
modification to the capture data.

So, first, you need to export the raw communicatiata to a directory using the
DICOM Detective. Then you should find and modife tReferenced SOP Instance
UID (0008,1155) inside Referenced Film Session 8ege (2010,0500) and the
Referenced SOP Instance UID (0008,1155) insiderBefed Image Box Sequence
(2010,0510) using binary editor to edit the commahon data sent by the CT.

Because these two UIDs are going to be createabyprint server, you know what
UIDs should be set to the raw communication ddtgod changed the length of these
two UIDs, you should also modify the element lengfoup length, PDV length and
PDU length. After modification, you can import timeodified data into the DICOM
Detective.

Then you can trace and debug your print servegusi@ similar procedures described
in Case 1.

Case 4. Usage of Joint Connection and Run SCU prase

Suppose that your DICOM image viewer could not fiomcwell with a third part
DICOM archive server in a customer’s site 1000rkikders away. You could not
travel to the customer’s site in short time to sdive problem. Then a service man
there captured the DICOM communication by Sniffey 2.5 and sent you the
network capture file. You opened the capture filtnvihe DICOM Detective and
checked the DICOM communication detail betweerthivel part DICOM archive
server and your image viewer. You found that thamainication is like below.

Connection 1 (The image viewer send C-ECHO to theaehive server to verify
the network for retrieving image):

Image viewer >> A- ASSOCIATE -RQ >> The third part DICOM archive server
Image viewer << A-ASSOCIATE-AC << The third part DICOM archive server
Image viewer >> C-ECHO-RQ >> The third part DICOM archive server

Image viewer << C-ECHO-RSP << The third part DICOM archive server
Image viewer >> A-RELEASE-RQ >> The third part DICOM archive server
Image viewer << A-RELEASE-RP << The third part DICOM archive server

Connection 2 (The image viewer sent C-MOVE to therahive server to retrieve
image):

Image viewer >> A- ASSOCIATE -RQ >> The third part DICOM archive server
Image viewer << A-ASSOCIATE-AC << The third part DICOM archive server
Image viewer >> C-MOVE-RQ >> The third part DICOM archive server
Image viewer << C-MOVE-RSP << The third part DICOM archive server
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Image viewer << C-MOVE-RSP << The third part DICOM archive server
Image viewer >> A-RELEASE-RQ >> The third part DICOM archive server
Image viewer << A-RELEASE-RP << The third part DICOM archive server

Connection 3 (The archive server sent the C-ECHO tthe image viewer to verity
network for image storage):

The third part DICOM archive server >> A- ASSOCIATE -RQ >> Image viewer
The third part DICOM archive server << A-ASSOCIATE- AC << Image viewer
The third part DICOM archive server >> C-ECHO-RQ >> Image viewer

The third part DICOM archive server << C-ECHO-RSP << Image viewer

The third part DICOM archive server >> A-RELEASE-RQ >> Image viewer
The third part DICOM archive server << A-RELEASE-RP << Image viewer

Connection 4 (The archive server sent C-STORE to thimage viewer to store
image):

The third part DICOM archive server >> A- ASSOCIATE -RQ >> Image viewer
The third part DICOM archive server << A-ASSOCIATE- AC << Image viewer
The third part DICOM archive server >> C-STORE-RQ >> Image viewer

The third part DICOM archive server << A-ABORT << | mage viewer

You checked every communication detail using PD&wand Service Element View
and found that none of your image viewer or thedtpart archive server violated the
DICOM standard. But you do not know why you imagamer sent an “A-ABORT”
instead of a “C-STORE-RSP” after receiving a C-SHIRQ since the image viewer
accepted the abstract syntax and transfer syngthtd archive server proposed.
Then you need to debug your image viewer with thHe@M Detective.

For this case, you must use the functiondamfit ConnectionandRun SCU Process
to simulate. After open the capture file:

First, setup the network environment.

Second, you should joint connections (connectidor £-ECHO and connection 4 for
C-STORE) for SCU.

1. Select connection 3 (C-ECHO).

2. Switch toSimulator-SCU view.

3. Check ‘Synchroniz€ to ensure the C-ECHO and C-STORE have the
same destination.

4. Enter thdP addressandPort of the image viewer.

5. Check the “First Connection”, then the “Joint Coctien” is

automatically checked, th@roup:order” is displayed as 0:0.

Select connection 4 (C-STORE).

Switch toSimulator-SCU view.

Check ‘Synchroniz€ to ensure the C-ECHO and C-STORE have the

same destinatiorfThe IP addressandPort will be automatically

changed to be same with the IP address and podnofection 3.)

9. Check ‘Joint Connectior’, keep the “First Connection” unchecked, then
the “group:order” is displayed as 0:1.

© N o
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Third, you should joint connections (connectiorod @€-ECHO and connection 2 for
C-MOVE) for SCP.

1. Select connection 1 (C-ECHO).
2. Switch toSimulator-SCP view.
3. Enter the Port” to which the simulator daemon will listen.
4. Check the “First Connection”, then the “Joint Coctien” is
automatically checked, th@roup:order” is displayed as 0:0.
5. Select connection 2 (C-MOVE).
6. Switch toSimulator-SCP view.
7. Check ‘Joint Connection’, keep the “First Connection” unchecked, then

the “group:order” is displayed as 0:1 and the port is automatically
changed to be same with the port of connection 1.

Forth, you should combine the SCU of C-ECHO andT@©RE with the SCP of C-
ECHO and C-MOVE usin®un SCU Process

Select connection 2 (C-MOVE).

Switch toSimulator-SCP view.

Check ‘Synchroniz€ to enable synchronize simulation for C-MOVE.
Select “0:_" (that is created in the first ste@nfrtheGroup combo box.

PwpbdPE

Fifth, start the SCP daemon by clicking the “Stémtitton in theSimulator-SCP view
of connection 1. Then the DICOM Detective SCP satuil starts to listen to the port.

Sixth, you should make preparation for the imagsver.
1. You should set break points and start your imageer (use same
version and same setting) with the debug mode.
2. Do exact operation sequence that was done in tteroer site to retrieve
image from the DICOM Detective simulator SCP.

Then, the DICOM Detective simulator SCP beginsteract with your image viewer.
It will start to send image (C-ECHO and C-STOREhgghe SCU simulator during
the C-MOVE process.

Your image viewer will stop at the break point éafthe DICOM Detective sends the

image to you image viewer if you set the break pairthe right place), you can trace
and debug you source codes.
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Appendix B: Report Sample

192.168.10.1:1083 >> A-ASSOCIATE-RQ >> 192.168.18124
Called Ap Title: IMAGE_SERVER
Calling Ap Title: RADDEM-000000
Application Context: 1.2.840.10008.3.1.1.1(DICOMpAication Context Name)

Presentation Context ID: 1
SOP Classs: 1.2.840.10008.5.1.4.1.1.7(Secondsgptut® Image Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.2dl{&ik VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2 @{&@x VR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2{titpIR Little Endian: Default Transfer Syntax
for DICOM)
Presentation Context ID: 3
SOP Classs: 1.2.840.10008.5.1.4.1.1.6.1(Ultrabdtmage Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.2dl{&ik VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2 @{&x VR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2{titpIR Little Endian: Default Transfer Syntax
for DICOM)
Presentation Context ID: 5
SOP Classs: 1.2.840.10008.5.1.4.1.1.3.1(Ultrasdduiti-frame Image Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.2dl{&ik VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2 @{&x VR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2{titpIR Little Endian: Default Transfer Syntax
for DICOM)
Presentation Context ID: 7
SOP Classs: 1.2.840.10008.5.1.4.1.1.6(Ultrastmade Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.2dl{&ik VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2 @{&x VR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2{titpIR Little Endian: Default Transfer Syntax
for DICOM)
Presentation Context ID: 9
SOP Classs: 1.2.840.10008.5.1.4.1.1.3(Ultrasturt-frame Image Storage)
Transfer Syntax(Proposed): 1.2.840.10008.1.2dl{&ik VR Little Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2 @{&x VR Big Endian)
Transfer Syntax(Proposed): 1.2.840.10008.1.2{titpIR Little Endian: Default Transfer Syntax
for DICOM)
User Information
Max Sub-Length: 32768
Implementation Class: 1.2.840.146759.7.119
Implementation Version: RADDEM_3
192.168.10.1:1083 << A-ASSOCIATE-AC << 192.168.18194
Called Ap Title: IMAGE_SERVER
Calling Ap Title: RADDEM-000000
Application Context: 1.2.840.10008.3.1.1.1(DICOMpAication Context Name)
Presentation Context ID: 1
SOP Classs: 1.2.840.10008.5.1.4.1.1.7(Secondsptute Image Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dl{&@x VR Little Endian)
Presentation Context ID: 3
SOP Classs: 1.2.840.10008.5.1.4.1.1.6.1(Ultrabtmage Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dl{&@x VR Little Endian)
Presentation Context ID: 5
SOP Classs: 1.2.840.10008.5.1.4.1.1.3.1(Ultrasdduiti-frame Image Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dl{&@x VR Little Endian)
Presentation Context ID: 7
SOP Classs: 1.2.840.10008.5.1.4.1.1.6(Ultrastmade Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dl{&@x VR Little Endian)
Presentation Context ID: 9
SOP Classs: 1.2.840.10008.5.1.4.1.1.3(Ultras®dunt-frame Image Storage)
Transfer Syntax(accepted): 1.2.840.10008.1.2dl{&@x VR Little Endian)
User Information
Max Sub-Length: 32768
Implementation Class: 1.2.826.0.1.3680043.2.60.0.
Implementation Version: softlink_jdt103
192.168.10.1:1083>>C-STORE-RQ Ultrasound Imageag®r Explicit VR Little Endian>>192.168.10.2:5104
Command Set(total:7)
(0000,0000) (Ub) 4 1 [ 124 (0000007CH)] Grouwj0 Length
(0000,0002) ((S])] 28 1(1) [1.2.840.10008.5.1.4.8.1(Ultrasound Image
Storage)] Affected SOP Class UID
(0000,0100) (USs) 2 1(1) [0001H (C-STORE-RQ)] n@oand Field
(0000,0110) (US) 2 1(1) [12 (000CH)] Message ID
(0000,0700) (US) 2 1(1) [0000H (MEDIUM)] Prityri
(0000,0800) (Us) 2 1(1) [0O000H (Data Set issen#)]  Data Set Type
(0000,1000) ((S])] 40 1(1) [1.2.840.146759.7.118064606707.0.66.4]

Affected SOP Instance UID
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Data Set(total:44)
(0008,0008) CS(CS) 58 6(1-n)
[ORIGINAL\PRIMARY\VASCULAR\0001\DEMOMULTIFRAME\DEMOMTCOUNT1]
Image Type
(0008,0016) uiuly 28 1(1) [1.2.840.10008.5.1.4.6.1(Ultrasound Image
Storage)] SOP Class UID
(0008,0018) ul(uly 40 1(1) [1.2.840.146759.7.119064606707.0.66.4]
SOP Instance UID
(0008,0020) DA(DA) 8 1(1) [20030926] Study Date
(0008,0021) DA(DA) 8 1(1) [20030926] Series Date
(0008,0023) DA(DA) 8 1(1) [20030926] Content Date
(0008,0030) TM(TM) 6 1(1) [162420] Study Time
(0008,0031) TM(TM) 6 1(1) [162420] Series Time
(0008,0033) TM(TM) 6 1(1) [162426] Content Time
(0008,0050) SH(SH) 0 0(2) 0 Accession Number
(0008,0060) CS(Cs) 2 1(1) [USs] Modality
(0008,0070) LO(LO) 18 1(1) [DEMOCH Med. System] aMufacturer
(0008,0080) LO(LO) 12 1(1) [Development ] Institutn Name
(0008,0090) PN(PN) O 0(2) 0 Referring PhysiciaName
(0008,1010) SH(SH) 6 1(1) [MO0O00] Station Name
(0008,1040) LO(LO) 12 1(1) [Development ] Institinal Department
Name
(0008,1070) PN(PN) 4 1(1-n) [ADM] Operators' Nam
(0008,1090) LO(LO) 6 1(1) [RADDEM] ManufactureModel
Name
(0010,0010) PN(PN) O 0(1) 1 Patient's Name
(0010,0020) LO(LO) 4 1(1) [DGW] Patient ID
(0010,0030) DA(DA) O 0(1) 0 Patient's Birth Date
(0010,0032) TM(TM) 6 1(1) [000000] Patient's Biffime
(0010,0040) CS(Cs) 2 1(1) [O] Patient's Sex
(0018,1020) LO(LO) 16 1(1-n) [RADDEM:R3.0.0DF ] ofBvare
Versions
(0018,6011) SQ(SQ) 208 1(1) 1| Sequence of Ultuasl Regions
Sequence of Items
(FFFE,E000) (NE) 200 1(1) 0 Item
Sequence Item
(0018,6012) uUss) 2 1(1) [1 (0001H)]
Region Spatial Format
(0018,6014) uss) 2 1(1) [1 (0001H)]
Region Data Type
(0018,6016) uLuL) 4 1(1) [ 0 (00000000H)]
Region Flags
(0018,6018) uLuL) 4 1(1) [ 2 (00000002H)]
Region Location Min X0
(0018,601A) uLuL) 4 1(1) [ 48 (00000030H)]
Region Location Min YO
(0018,601C) uLuL) 4 1(1) [ 535 (00000217H)]
Region Location Max X1
(0018,601E) uLuL) 4 1(1) [ 437 (000001B5H)]
Region Location Max Y1
(0018,6020) SL(SL) 4 1(1) [ 267 (0000010BH)]
Reference Pixel X0
(0018,6022) SL(SL) 4 1(1) [ 10 (OO00000AH)]
Reference Pixel YO
(0018,6024) uss) 2 1(1) [ 3 (0003H)]
Physical Units X Direction
(0018,6026) usus) 2 1(1) [ 3 (0003H)]
Physical Units Y Direction
(0018,6028) FD(FD) 8 1(1) [0.000000] Refereroeel
Physical Value X
(0018,602A) FD(FD) 8 1(1) [0.000000] Refereifrirel
Physical Value Y
(0018,602C) FD(FD) 8 1(1) [0.037225] PhysicaltB X
(0018,602E) FD(FD) 8 1(1) [0.037225] PhysicaltB Y
(0018,6030) uLuL) 4 1(1) [3750 (O0000EA6H)]
Transducer Frequency
(0020,000D) uiury 38 1(1) [1.2.840.146759.7.1119064606707.0.64] Study
Instance UID
(0020,000E) uiury 38 1(1) [1.2.840.146759.7.119064606707.0.65]
Series Instance UID
(0020,0010) SH(SH) O 0(1) 1 Study ID
(0020,0011) IS(IS) 4 1(1) [0001] Series Number
(0020,0013) IS(1S) 4 1(1) [0001] Instance Number
(0020,0020) CS(CSs) O 0(2) 0 Patient Orientation
(0028,0002) uUsus) 2 1(1) [ 1 (0001H)] SamplesRizel
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(0028,0004) CS(Cs) 12 1(1) [MONOCHROME?2 ] Phottiiodnterpretation
(0028,0006) us(us) 2 1(1) [ 0 (0000H)] Planar figuration
(0028,0010) usus) 2 1(1) [480 (01EOH)] Rows
(0028,0011) usus) 2 1(1) [640 (0280H)] Columns
(0028,0100) usus) 2 1(2) [ 8 (0008H)] Bits Allied
(0028,0101) usus) 2 1(1) [ 8 (0008H)] Bits Stbre
(0028,0102) usus) 2 1(1) [ 7 (0007H)] High Bit
(0028,0103) us(us) 2 1(1) [ 0 (0000H)] Pixel Regentation
(0028,1050) DS(DS) 4 1(1-n) [127] Window Center
(0028,1051) DS(DS) 4 1(1-n) [256 ] Window Width
(0028,2110) CS(Cs) 2 1(1) [00] Lossy Image Corsgimn
(7FEO0,0010) OB(OW\OB) 307200 1(1\1)
[2E1515151515151515151515151515151515151515155%5%8515151515151515151515151515...] Pixel
Data
192.168.10.1:1083<<C-STORE-RSP Ultrasound Imageagéo; Explicit VR Little Endian<<192.168.10.2:5104
Command Set(total:8)
(0000,0000) (U 4 1 [ 154 (O000009AH)] GrouOD Length
(0000,0002) (un 28 1(1) [1.2.840.10008.5.1.4.4.1(Ultrasound Image
Storage)] Affected SOP Class UID
(0000,0100) us) 2 1(1) [8001H (C-STORE-RSP)]  omnand Field
(0000,0120) (Us) 2 1(1) [12 (000CH)] MessageBiéing
Responded To
(0000,0800) (Us) 2 1(1) [0101H (No Data Serrissent)] Data Set Type
(0000,0900) (Us) 2 1(1) [45056 (BOOOH)] Status
(0000,0902) (LO) 22 1(1) [set StudylID to <nu]l> Error Comment
(0000,1000) (un 40 1(1) [1.2.840.146759.7.119064606707.0.66.4]

Affected SOP Instance UID
192.168.10.1:1083 >> A-ASSOCIATE-RQ >> 192.168.15194
192.168.10.1:1083 << A-ASSOCIATE-RP << 192.168.1H124
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